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PREFACE

This report assesses conditions that contribute to or are potentially hospitable to
transnational criminal activity and terrorist activity in selected regions of the world during the
period 1999-2002. Although the focus of the report is on transnational activity, domestic
criminal activity is recognized as a key foundation for transnational crime, especially as the
forces of globalization intensify.

The report has been arranged geographically into the following major headings: Africa,
the former Soviet Union and Eastern Europe, South Asia, Southeast Asia, Western Europe, and
the Western Hemisphere. Within the geographical headings, the report addresses individual
countries with particularly salient conditions. Cases such as the Triborder Area (TBA) of South
America and East and West Africa, where conditions largely overlap national borders, have been
treated as regions rather than by imposing an artificial delineation by country. The bibliography
has been divided into the same geographical headings as the text.

The major sources for this report are recent periodical reports from Western and regional
sources, Internet sites offering credible recent information, selected recent monographs, and
personal communications with regional experts. Treatment of individual countries varies
according to the extent and seriousness of conditions under study. Thus some countries in a
region are not discussed, and others are discussed only from the perspective of one or two
pertinent activities or conditions. Because they border the United States, Canada and Mexico

have received especially extensive treatment.
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INTRODUCTION

As organized crime and terrorist groups have globalized and diversified their operations
in the past decade, they have based their activities in countries offering conditions most
favorable to survival and expansion. Mobility, an important new characteristic of most such
groups, has given groups a wider selection of operational bases and the ability to respond faster
to changes that are unfavorable to their operations.

The main domestic elements making a nation “hospitable” to transnational crime and
terrorism are official corruption, incomplete or weak legislation, poor enforcement of existing
laws, non-transparent financial institutions, unfavorable economic conditions, lack of respect for
the rule of law in society, and poorly guarded national borders. In some cases, several of those
conditions arise together from a lack of political will to establish the rule of law. In turn, such a
lack can derive from weak national institutions or from high-level corruption. A failing national
economy often is an influential background factor that increases domestic and transnational
criminal activity in a country. Such purely domestic factors often are exacerbated by a nation’s
geographic location (along a key narcotics trafficking route or in a region where arms trafficking
is prolific, for example), or the influence of regional geopolitical issues such as a long-standing
territorial dispute.

The reach of transnational crime and terrorism is increasing for many of the same reasons
that the reach of legitimate business is expanding. Many of the regions discussed in this report
are touched by criminal or terrorist activity from other regions of the world. For example, the
starting point of arms trafficking in Africa often is weapons supplies in Eastern Europe and the
former Soviet Union, and the trafficking of narcotics and human beings covers long distances
from Asia and Africa to Western Europe and North America. Intermediary agents often are
involved in transit countries along the routes. This globalization has brought about greatly
increased cooperation and sophistication among criminal groups based in different parts of the
world. In recent years, terrorist groups also have proven that their reach is worldwide, as they
benefit from some of the same conditions that make nations hospitable to organized crime.
Evidence shows, for example, that terrorist groups based in the Middle East have established

connections in several other continents.
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This report uses the term “trafficking” to refer to two categories of illegal transnational
movement of people: the buying and selling of women and children for illegal labor and for the
sex trade, and the movement of illegal migrants through or into countries without fulfilling the
documentation requirements of those countries. Although the second activity often is called
“smuggling,” transnational criminal groups view both activities as the movement of a profit-
bearing commodity. For that reason, this report refers to all transnational movement of illegal

people or goods as “trafficking.”

AFRICA
Introduction

In the past decade, the continent of Africa has been the scene of violent acts and planning
operations by terrorist groups, as well as many types of “conventional” transnational crimes. In
December 2000, an interagency law enforcement working group in the U.S. Government issued
a report, International Crime Threat Assessment, that described the African climate for

international organized crime and terrorism as follows:

Porous borders, ample routes for smuggling drugs, weapons, explosives, and other
contraband, and corruptible police and security forces make Sub-Saharan Africa an
inviting operational environment for international criminals, drug traffickers, and
terrorists. Major Sub-Saharan cities with extensive commercial, financial, and sea and air
transportation links to Europe, the Middle East, and Asia are hubs for international
criminal activity. . . . These include Nairobi and Mombasa in Kenya, Addis Ababa in
Ethiopia, Abidjan in Cote d’Ivoire, Johannesburg in South Africa, and Lagos in Nigeria.'

Several other factors, common to almost every country on the continent, could also be
cited. In the most general terms, these are the endemic weaknesses of state institutions and
loyalties, transnational ethnic networks, and widespread poverty.” Other factors come into play
on a regional or country basis.

Most states in Africa offer multiple opportunities and provide few constraints on criminal

behavior, whether that behavior is displayed by traditional criminal organizations or by corrupt

''U.S. Government, International Crime Threat Assessment (Washington: 2000), 34. <http://clinton4. nara.gov>

? These factors are discussed in any number of sources on contemporary Africa. This discussion is based largely on
Phil Williams and Doug Brooks, “Captured, Criminal , and Contested States: Organised Crime and Africa in the
Twenty-First Century,” South African Journal of International Affairs, 6, no. 2 ( Winter 1999), 86-96.
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political elites. Nation-states in Africa are almost all multi-ethnic entities in which local
populations affect at best only embryonic allegiance to the nation as opposed to clan, tribe, or
kin. In such states, integrative national institutions tend to be poorly developed, and they are
often conceived of as ”prizes” to be won and exploited rather than as forums for national
government. There is often limited or no capacity to effect policy intervention in economy and
society. Criminal justice systems are also often inadequate with respect to legislation to control
or prevent racketeering and money laundering and to mandate punishment requisite to the crime
committed. Police capacity and commitment to fight crime may be similarly limited.

Corruption is particularly pervasive and entrenched in many African states. This
condition manifests itself many ways, often in collusive relationships between criminals and the
elites in control of the state. In many cases, corruption is a natural outgrowth of the social and
cultural practices that characterize the patrimonial state in Africa—a type of organization in
which personal and/or patron-client ties, rather than prescriptive criteria or elections, determine
the allocation of resources (and often of public office).

Another manifestation of weak states is porous borders and weak border controls. The
extensive land and sea boundaries of many African states often are virtually unpatrolled. Many
points of entry cannot be monitored by states with limited resources, resulting in opportunities
for illegal immigration and constituting entry points for organized criminals. Customs and
immigration services generally are poorly developed, trained, equipped, and paid. As such, they
are readily circumvented or intimated by the relatively sophisticated methods employed by drug
dealers and others who can offer bribes and have access to speedboats and overwhelming
firepower.

Transnational ethnic networks are a natural outgrowth of artificial, colonial-era borders
that divide ethnic groups in virtually all African countries. Local populations move back and
forth freely across such borders. The resulting transnational networks readily transport stolen or
illicit goods. Foreign communities resident in a given country also may form networks that often
control legal commerce, but they may also protect well-established trafficking networks that
channel illegal commodities between the host country in Africa and the home country abroad.
Such networks exist among Chinese, Indian, Nigerian, and Russian communities in southern

Africa and among Indian and Middle Eastern groups in East and West Africa. Such networks
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have come to characterize religious communities that may be ethnically based or trans-ethnic in
composition, such as Muslims in coastal East Africa and in large parts of West Africa.

A final factor is poverty in the starkest economic sense. By Western standards, most
Africans are incredibly poor. Vast areas of the continent are poorly endowed with natural
resources; soils often are infertile and difficult to work, and the climate of many countries offers
unpredictable and insufficient rain. In such conditions, legal economic activity may offer limited
opportunities for wealth and upward mobility. The temptation to turn to various forms of illicit
activity to earn a living or simply to survive can become overwhelming. This temptation is made
even greater by the extremes of wealth and poverty that exist between a small elite and the
impoverished majority in all African countries, particularly in cities. Such illicit activity includes
individual and organized fraud, robbery, and illegal trafficking, all of which provide fertile
ground for transnational exploitation and connections. At least some members of the continent’s

elite acquired their wealth by following this path.

North Africa

With the exception of Egypt and Morocco, the nations at North Africa’s “corners” closest
to the Middle East and Europe respectively, North Africa has not included important transit,
origination, or destination points for the transnational trafficking of arms, narcotics, or people. In
recent years, Morocco has suffered rapid expansion of its narcotics export activity, which has
become linked with Islamic fundamentalist groups. In recent years, Algeria, Egypt, and Morocco

have been the most fertile countries of the region for terrorist groups.

Algeria

Algeria has a rich history of activity by terrorist groups, dating to the country’s bloody
war for independence from France between 1956 and 1962. According to the U.S. Department of
State, since the early 1990s government enforcement has effectively reduced the level of
terrorist-related violence in Algeria, although individual acts still occur outside Algiers, the

capital city.’

3 U.S. Department of State, Patterns of Global Terrorism 2002.
<http://www.usis.usemb.se/terror/rpt2002/middle _east overview.html>
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The main terrorist group emanating from the revolutionary years is the Armed Islamic
Group (Groupe Islamique Armé, GIA), a loosely organized movement that surfaced in 1992 as a
radical branch of Algeria’s main Islamic party, the Islamic Salvation Front. The overall aim of
the organization, which is made up of highly autonomous cells, is to replace the secular
government of Algeria with an Islamic state, using violent means if necessary. After a spate of
terrorist killings in the mid-1990s, the GIA has been credited with occasional bombings in recent
years, including a series of attacks in Paris in the mid-1990s. Current membership is estimated at
between several hundred and several thousand individuals. Some members are believed to have
joined other Islamic extremist groups, but current information about the GIA is scarce.”

No direct link between the GIA and al Qaeda has been identified, although al Qaeda has
some Algerian operatives. In addition, some GIA leaders may have been in contact with Osama
bin Laden in the 1980s, during the campaign against Soviet occupation of Afghanistan. GIA’s
goals and activities seem to be confined mainly to Algeria. However, some terrorism experts
have speculated that a national Islamist movement such as the GIA would be a likely source for
al Qaeda to reinvigorate its operations.’

In 1998 GIA was eclipsed by the Salafist Group for Call and Combat (GSPC) as the
largest and most active terrorist organization in Algeria. The size and structure of the GSPC’s
membership and support networks are unknown. Attacks mainly focus on government and
military targets in rural areas. For such attacks, the GSPC reportedly receives weapons and
equipment from Islamic extremist groups in southern Algeria and has links with traffickers
within and outside Algeria. GSPC members reportedly maintain contact in Europe with other

North African Islamic groups sympathetic to al Qaeda.’

Egypt

Two major Islamic terrorist groups, Jamaat al-Islamiyya and Islamic Jihad, have been
based in Egypt since the 1970s. Both groups have contributed members and leaders to al Qaeda,

including top functionaries Ayman al-Zawahiri and Muhammad Atef, and many members of the

* Council on Foreign Relations and Markle Foundation, “Armed Islamic Group: Algeria, Islamists.”
<http://www.terrorismanswers.com/groups/gia.htm>

> Council on Foreign Relations and Markle Foundation, “Armed Islamic Group: Algeria, Islamists.”

% U.S. Department of State and Federation of American Scientists, Intelligence Resource Program, “Salafist Group
for Call and Combat (GSPC).” <http://www.fas.org/irp/world/para/salaf.htm>
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two groups attended Taliban training facilities in Afghanistan. Jumaat al-Islamiyya has a
worldwide membership; within Egypt the group has observed a 1999 cease-fire with the
government, but the activity of individual members has continued in other countries. Islamic
Jihad carried out the 1981 assassination of Egyptian president Anwar Sadat and attempted to
assassinate government officials in the early 1990s. The organization has operated mainly
outside Egypt in recent years; it was implicated in the attacks of September 11, 2001. The
Muslim Brotherhood, from which both Jamaat al-Islamiyya and Islamic Jihad sprang, is a 70-
year-old, grassroots Islamic social and political organization based in Egypt. The Muslim
Brotherhood has not been linked with recent terrorist activity, and several members represent
their organization in the national parliament.”

Beginning in the late 1990s, the activity of terrorist groups in Egypt has been limited
substantially by harsh reprisals, mass arrests, and financial crackdowns instituted by the Mubarak
government.® The last major terrorist attack occurred at Luxor in November 1997. However, the
government has not dealt effectively with Egypt’s long-term economic crisis, which combines
with a high birth rate to foster social unrest and yield new recruits for the terrorist ranks. Some
experts have argued that, under those conditions, Mubarak’s “iron fist” policy against terrorism
in fact exacerbates conditions that produce violent measures against the government. The
terrorist acts of the 1990s themselves worsened economic conditions by severely damaging

Egypt’s vital tourism industry.’

Morocco

Morocco’s participation in transnational narcotics trafficking is based on the country’s
status as the world’s largest exporter of cannabis. In 2002 an estimated 75 percent of Morocco’s
total output of 2,000 tons was trafficked into Europe, accounting for an estimated 70 percent of

the cannabis products entering Europe. Experts believe that cannabis cultivation, which already

7 Council on Foreign Relations and Markle Foundation, “Jamaat al-Islamiyya, Egyptian Islamic Jihad: Egypt,
Islamists.” http://www.terrorismanswers.com/groups/jamaat.htm>

¥ Council on Foreign Relations and Markle Foundation, “Jamaat al-Islamiyya, Egyptian Islamic Jihad: Egypt,
Islamists.”

? Marc David Turetzky, “Egypt, Mubarak, and the Rise of Islamic Fundamentalist Terrorism, 1981-1994: An
Empirical Analysis of the Mubarak Regime’s Punitive Counter-Terrorist Policy,” Michigan Journal of Political
Science, no. 24 (Winter 1998). <http://www.umich.edu/~mjps/archives/issue24/turetzky24.htm>
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is the most important economic activity in northern Morocco, is expanding rapidly.'® The trade
in hashish resin and oil that is prepared from cannabis is Morocco’s largest single source of
foreign currency. The high profitability of cannabis cultivation compared with cultivation of
legal crops is a strong stimulus for growers to continue cultivating and for the government to
tolerate such enterprises. In Morocco cannabis also has the advantage of being a highly drought-
resistant crop.'’

According to international narcotics trade expert Alain Labrousse, Morocco’s cannabis
exporters constitute one of Africa’s two well-organized narcotics trafficking networks (the other
is Nigeria’s).'? Cannabis products move from Morocco to Spain, thence into the rest of Europe,
via the Mediterranean ports of Oued Lalou, Martil, and Bou Ahmed. Vehicles containing
cannabis also reach Spain by ferry from the Spanish enclaves of Ceuta and Melilla. Some
cannabis also moves overland to ports in Western Africa."

The government’s role in the narcotics trade occasionally has extended beyond benign
neglect. In 2000 a Moroccan newspaper linked the head of King Hassan’s security services with
a Moroccan trafficker arrested in Spain, and the bribing of local police and customs officials is
an accepted procedure for traffickers.'® International pressure on Morocco’s government to
curtail transnational cannabis trafficking is mitigated by Morocco’s role as a primary bulwark
against Islamic fundamentalism in the Muslim world.

Meanwhile, northern Morocco’s drug trade is the nucleus of a dangerously autonomous
and lawless enclave. Narcotics traffickers have entered symbiotic relationships with Islamic
groups in and around the port of Tangier. Although they remain organizationally separate, the
traffickers and the religious extremists share tactics and a deep distrust of the secular
government, which opposes Muslim participation in government (Islamic groups have been
repressed harshly) and has attempted to manipulate rival narcotics trafficking groups. According

to a 2001 Middle East Report:

' For example, international narcotics trade expert Alain Labrousse says Morocco’s area of cannabis cultivation
“has increased enormously,” interview by Frederic Dorce, reported in Jeune Afrique Economie [Paris], 16 December
2002-19 January 2003 (FBIS Document AFP20030108000224).

'U.S. Department of State, Bureau for International Narcotics and Law Enforcement Affairs, International
Narcotics Control Strategy Report 2003 (Washington, D.C.: Department of State, 2003), X-37-38.

12 Labrousse, in Dorce interview.

Bus. Department of State, Bureau of International Narcotics and Law Enforcement Affairs, X-37-38.

' James Ketterer, “Networks of Discontent in Northern Morocco,” Middle East Report, no. 218 (Spring 2001).
<http://www.merip.org/mer/mer218/218_ketterer.htm>
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Drug traffickers, contraband smugglers, prostitution rings, the chronic unemployed,
Islamists and other groups in Tangier have built up elaborate networks based on illegal
commerce, political opposition, corruption and violent protest that have infiltrated the
local political system and now challenge the state’s power in northern Morocco. Periodic
attempts to control these informal networks have largely been unsuccessful.... Although
informal, these networks are highly organized."

Morocco is a transit point and a destination for transnational trafficking of women into
the sex industry, as well as a starting point for trafficking illegal migrants into Europe. The eight-
mile distance across the Mediterranean from Morocco to Spain is a key geographical factor, as
Spain is the first step for both types of trafficking in people. In 2001 the government of Morocco
claimed to have dismantled 400 networks that were smuggling illegal migrants, but the
government of Spain has asserted that Morocco’s enforcement measures are insufficient to stop
the illegal entries.'® According to the U.S. Department of State, in 2002 Morocco did not have a
law specifically prohibiting trafficking in people. The country’s resources for dealing with such
crimes are limited, border controls are insufficient, and police complicity in cross-border
trafficking has been observed.'” Morocco also has been unable to reduce the substantial
incidence of domestic forced prostitution, often run by criminal groups, that is concentrated
around tourist centers and military bases.'® An estimated 200,000 women work as prostitutes in
Morocco."”

Morocco’s status as a relatively terror-free nation was shattered in May 2003, when a
series of bomb attacks in Calcutta killed 41 people. Authorities attributed the attacks to a little-
known domestically based Salafist organization having links to al Qaeda. This was the first such

attack in Morocco since 1995.%°

' Ketterer.

1o «“A Human Rights Report on Trafficking of Persons, Especially Women and Children: Morocco.”
<http://209.190.246.239/ver2/cr/Morocco.pdf>

'7U.S. Department of State, Trafficking in Persons Report 2002. <http://www.state.gov/g/tip/rls/tiprpt/2002>

18 Global March, “Worst Forms of Child Labour Data 2002: Morocco.” www.globalmarch.org/worstformsreport/
world/morocco.html.

1 «A Human Rights Report on Trafficking of Persons, Especially Women and Children: Morocco.”

20 Adrian Croft, “Radical Muslim Link to Morocco Blast,” The Age [Melbourne], 19 May 2003.
<http://www.theage.com.au/articles/2003/05/18/1053196472643.htm>
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Sub-Saharan Africa
Eastern Africa

In the past decade, Eastern Africa has been the scene of several major terrorist acts, and
populations in the region reportedly support terrorist planning and supply cells. Several forms of
transnational crime are rampant in the region as well. The countries of Eastern Africa offer all of
the advantages to international criminals and terrorists mentioned in the general overview of
Africa: weak state institutions, corrupt politicians and law enforcement personnel, porous
borders, ethnic groups with ties in neighboring and foreign states, and high levels of poverty. Of
all such factors, however, the most important element may be the region’s geographical position
along the eastern coast of Africa, on trade routes that for more than a millennium have linked

South Asia with the African continent.

Contributing Factors

In recent years, many nations of East Africa have been plagued by domestic and
transnational upheavals that have destabilized borders and weakened law enforcement in both the
nations directly affected and their more stable neighbors. Sudan has endured a lengthy
insurgency, Somalia is an agglomeration of rival groups without a national government, Ethiopia
and Eritrea have been at war often, and the Great Lakes District has been plagued by inter-tribal
brutality in Rwanda and Burundi and insurgent movements in eastern Congo. International
traffickers in narcotics, human beings, and arms have found this environment favorable for their
enterprises. The more stable nations of the region—Kenya, Tanzania, and Uganda—have
suffered from the instability surrounding them as well as from domestic corruption and law
enforcement insufficiencies. Smugglers and terrorists are attracted to East Africa because of its
geographic proximity to the Middle East and South Asia, its long coastline that is difficult to
control, regular airline service to Europe and North America, and sizeable and increasingly
radicalized Muslim communities.

Poverty is a major factor in all the countries of the region. Most of Somalia is arid or
semi-arid desert that provides few natural resources. Most Somalis are shepherds; sedentary

agriculture is practiced in some areas, but no industry has functioned since the breakdown of
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civil order in the early 1990s.?' The lack of gainful employment causes the young to enroll in
local militias or leave to find work in neighboring countries or in the Middle East.

In 1997 a survey by the government of Kenya showed that more than one-half of the
population was below the government’s standard for absolute poverty, and that in the 1990s
poverty was spreading from rural areas into urban centers.** This trend has been accelerated by
Kenya’s very high birth rate, especially in the 1980s. The large age cohorts produced during that
decade now are coming of age, finding no employment, and contributing to an environment of
rising street crime and desperation in Kenya society. Said a resident of one of Nairobi’s Muslim
neighborhoods, “If a bomber came to my house and asked to stay, I would say, ‘A salaam
aleikum’ [peace be with you], my brother, especially I if it might help us out, financially
speaking.”® British terrorism expert Danna Harman has predicted that as Kenya’s economic
woes persist, the Muslim population probably will become more susceptible to Islamic
radicalization, a situation that in turn may facilitate yet more acts of terrorism.* Tanzania shares
many of Kenya’s economic problems. It is economically underdeveloped and more than one-
third of the population falls below the government-defined poverty line.”

Somalia, Kenya, and to a lesser extent Tanzania, lie astride one of the most convenient
transit routes between South and Southeast Asia on the one hand and Europe and North America
on the other. The coasts of those countries are perhaps the most attractive stretch of an age-old
2,000-mile commercial arc that stretches from India along the Arabian and African coasts as far
as Mozambique and the Comoro Islands.

The East African coast is open, poorly patrolled, and easily accessible to small watercraft
that can make landfall almost at will. Together with the population, urban settlements, and
infrastructure of the mainland, the coast offers great advantages for legitimate traders as well as

smugglers seeking access to world markets with a minimum of risk.

2! Economist Intelligence Unit, Eritrea, Somalia, Djibouti: Country Profile 2001 (London: 2001), 36-40; Ken
Menkhaus, “Political Islam in Somalia,” Middle East Policy, 9, no. 1 (March 2002), 121-122.

*? Kenya, Ministry of Finance and Planning, Second Report on Poverty in Kenya. Vol. I: Incidence and Depth of
Poverty (Nairobi: 2000), 46.

3 Danna Harman, “Why Radicals Find Fertile Ground in Moderate Kenya,” Christian Science Monitor, December
6, 2002, 8.

2 Harman.

2 Economist Intelligence Unit, Tanzania, Comoros: Country Profile 2002 (London: 2002), 14-17, 20ff.

26 U.S. Department of State, International Narcotics Control Strategy Report 2003, X-25, X-27, X-61, and X-62.
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Kenya has long and porous land borders, which offer easy entry and exit for legitimate
merchants as well as traffickers and terrorists. The border with Somalia is a case in point. That
unmarked frontier runs through semi-desert territory that is virtually impossible to patrol. Police
and customs posts are quite easily circumvented by detouring through adjacent scrub cover. The
boundaries with Tanzania and Uganda are better demarcated but still difficult to patrol in their
entirety.

Tanzania’s coast, which has numerous natural harbors that facilitate trade and smuggling,
is even more poorly patrolled than Kenya’s. Tanzania also suffers from long and porous land
borders. The country has minimal institutional capacity to combat narcotics trafficking and other
criminal activity. Few resources are available to law enforcement agencies, and Tanzania’s
police and coastal defense forces are poorly trained and equipped.”’

Kenya and some of its East African neighbors have based their national economies
heavily on the tourist industry, attracting large concentrations of Westerners who present inviting
targets for Islamic fundamentalist terrorists.”® Kenya’s beaches and game parks attract nearly
500,000 foreign visitors annually. Nairobi alone has an estimated 50,000 permanent residents
from Western countries, of whom about 5,000 are Americans.” Because East Africa is relatively
close to the Middle East and the East African nations do not effectively control passage into and
out of their jurisdictions, such concentrations of Westerners are targets of convenience.

Somalia has the weakest law enforcement infrastructure in the region. Since the early
1990’s, it has had no national executive or administration, no national army, no organized police
forces in urban areas or in the countryside, and no centralized control of seaports. Somalia’s
coastline, which extends nearly 1,500 miles along both coasts of the Horn of Africa, includes the
points of the African continent closest to South Asia and to the southern coast of the Arabian
peninsula. That coastline likewise is without effective controls.

Kenya has an increasingly restive Muslim population that accounts for at least 5 percent
of the country’s total population. Kenyans whose ancestors migrated from South and Southwest

Asia maintain a network of commercial and family ties with their countries of origin. These ties

?7U. S. Department of State, International Narcotics Control Strategy Report 2003, X-62.

2% «Attentats anti-israéliens: pourquoi le Kenya? ” [Anti-Israeli Attacks: Why Kenya?], Marchés Tropicaux et
Mediterranéens [Paris], no. 2978 (6 December 2002).

¥ Emily Wax, “Marines Comb Borders As Worries Rise in Kenya,” Washington Post, 17 May 2003, A16
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involve trade in hashish and heroin as well as in legitimate goods.”® In recent decades, the
Swabhili-speaking Muslim population along Kenya’s eastern coast has voiced resentment against
perceived religious discrimination by the central government in Nairobi. That population has
viewed government authorities with suspicion and businessmen from the central highland as
unwanted intruders.”’ This sense of alienation and the growth of pro-Palestinian sympathies
provide a receptive environment and a recruiting ground for terrorist groups such as al Qaeda.

Tanzania also has a sizeable Muslim population, which is situated along the mainland
coast and on Zanzibar, Pemba, and smaller offshore islands. Tanzania’s Muslims traditionally
have been occupied primarily with commerce rather than religious zealotry or militancy.
However, they, like their Kenyan counterparts, have provided a hospitable environment for their
co-religionists from Middle Eastern and Southwest Asian countries, whatever the newcomers’
agendas.

Kenya’s infrastructure makes the country attractive to businessmen, travelers, and
international traffickers.’” Although roads and telecommunications have deteriorated in recent
years, Kenya’s air and sea transport systems are in good condition, especially in comparison with
neighboring African states. Nairobi’s Jomo Kenyatta International Airport is the major air hub
for all of eastern Africa, providing air links from other continents to much of Central and
Southern Africa. International air routes connect to Europe, the Middle East, and South Asia. For
ocean transport, the port of Mombasa, one of the busiest ports on the east coast of Africa,
handles a large annual volume of trade, and a transnational network of roads and railroads
connects Mombasa with Tanzania, Uganda, and Central Africa. West and East Africans and

South Asians predominate in the trafficking of heroin through Kenya, normally by air.”

Arms Trafficking

In the past decade, trafficking in small arms has increased substantially in Kenya,

Somalia, Sudan, and Uganda. Livestock is commonly exchanged for firearms in a process that

3% Yaroslav Trofimov, “In Mombasa Streets, Bin Laden Is ‘Hero,” And U.S. Is Hated,” Wall Street Journal,
December 2, 2002, Al.

! Trofimov.

32 Information on Kenya’s infrastructure may be found in Economist Intelligence Unit, Kenya: Country Profile 2001
(London, 2001), 25-27,29-40, and in “Kenya: Communications,” Africa South of the Sahara 2003 (London:
Europa, 2003), 527-28.

33 U.S. Department of State, International Narcotics Control Strategy Report 2003, X-25.
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has become an accepted part of life in East Africa. In Kenya, government demands to surrender
illegal firearms have gone unheeded. Throughout the Horn of Africa, small arms are
exacerbating conflicts over natural resources, cattle rustling, and urban crime rates. According to
a 2002 report, illegal arms in the region “filter beyond armies and police forces to criminal
organizations, private security forces, vigilante squads, and individual citizens.”*

Unstable political conditions throughout the area minimize government controls and ease
the contribution of illegal arms to a vicious cycle of violence and disorder. Authorities attribute
much of the chronic unrest in parts of the region to the easy availability of firearms, which come
from transnational and domestic traffickers and indigenous rebel organizations such as the
Sudan-based Lord’s Resistance Army, the Allied Democratic Forces of Uganda, and the Sudan
People’s Liberation Army (SPLA). An estimated 25 percent of the small arms come from the
United Kingdom, which is the largest non-African source country. Another 30 percent comes
from other countries in the European Union.”® The Sudanese government’s policy of arming
tribal groups against the insurgent SPLA also has contributed to this problem. In the 1990s, the
Toposa tribe in southern Sudan reportedly received 50,000 AK-47 rifles from the government,*
but they also reportedly received substantial amounts of arms from the SPLA during that
period.”’

Arms traffickers are able to move easily from Sudan, which has no controls on such
activity, into Uganda. A wide variety of arms are available in Kenya, Uganda, and Somalia.*® A
2001 study estimated that black marketers sell 11,000 guns in Kenya annually, most of which
arrive via Uganda, Somalia, Ethiopia, and Sudan. Viktor Bout, the notorious Russian arms dealer

based in the United Arab Emirates, is known to have sold weapons in Kenya, Sudan, and

** Lynne Griffiths-Fulton, “Small Arms and Light Weapons in the Horn of Africa,” Ploughshares Monitor, Summer
2002. <http://www.ploughshares.ca/content/MONITOR/monj02a.htm>

3% International Action Network on Small Arms, “Kalashnikovs for Chickens: Small Arms Boom in East Africa,” 7
May 2001. <http://www.iansa.org/news/2001/may_01/chicken.htm>

3% Cathy Majtenyi, “Small Arms: Only a Regional Approach Can Stop the Trade,” The East African [Nairobi], 26
November 2001. <http://www.nationaudio.com/News/EastAfrican/03122001/Regional/Regional2.htm>

37 United Nations, Office for the Coordination of Humanitarian Affairs, “East Africa: Small Arms Exacerbating
Regional Insecurity,” Integrated Regional Information Network report, 30 November 2001.
<http://www.reliefweb.int/w/rwb.nsf/s/23C43 ACB12FDC40085256B14005B3462>

3 International Action Network on Small Arms.
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Uganda. Tanzania reportedly also is a major arms transit country in the region.”” Middlemen in
Tanzania supply arms to rebels in Uganda and to both competing factions in Burundi.*’

An important center of illegal arms distribution in Kenya is the Dadaab refugee camps
near Nairobi, from which arms reportedly reach all parts of Kenya as well as Rwanda, Burundi,
Uganda, and Sudan. Arms from these camps also reach terrorists belonging to the fundamentalist
al Itihaad group, which the United States accused of having supplied bases in Africa to al-Qaeda
before the embassy bombings of August 1998.*! Arms traffickers reportedly have a sophisticated
smuggling system that links Somalia with the camp and with Nairobi. U.S. arms proliferation
expert Kathi Austin reports that corruption among local Kenyan officials is a major contributing
factor. Another cause is the central government’s neglect of the border region between Kenya
and Somalia, where a substantial share of illegal arms shipments transit.*> Kenyan officials have
identified lax customs controls at designated entry points and the political instability of Somalia,
southern Sudan, and the Great Lakes region (eastern Congo, Burundi, and Rwanda) as the major
factors in the large-scale influx of arms.*

Substantial amounts of arms reach competing factions in Somalia through sources in
neighboring Eritrea and Ethiopia, as well as from Kenya, Yemen, Russia, and Italy. Eritrea and
Ethiopia flaunt a United Nations arms embargo by buying arms from outside sources for
themselves and for customers in Somalia. Somalians then sell arms to rebels and criminals in

Tanzania, Uganda, and Kenya as well as to customers in neighboring Rwanda and Burundi.**

Narcotics Trafficking

The trafficking of cocaine, heroin, mandrax, and marijuana has flourished in coastal East
Africa. The Kenyan port of Mombasa is a key point of entry for transnational narcotics moving

from Asian sources to Europe and from India to South Africa. Mandrax from India moves

%% Solomon Muyita, “Uganda Major Point in Arms Trafficking,” New Vision [Kampala], 15 July 2001.
<http://allafrica.com/stories/200107150067.htm>

* Robert E. Sullivan, “Burgeoning Small Arms Trade Has High Profits and Losses,” Earth Times, March 2001.
<http://www.globalpolicy.org/security/smallarms/2001/03sc.htm>

1 «“Arms Trafficking Networks out of Kenya and Somalia, Including Links to Terrorists, Exposed in Fund for Peace
Investigation,” Fund for Peace news release, 5 December 2002. <http://www.fundforpeace.org>

* Kevin J. Kelley, “Africa News Service: Daadab an ‘Arms Centre,” Fund for Peace report, 19 November 2000.
<http://www.fundforpeace.org/media/inthenews/itn10001119.php>

# “Mombasa Main Conduit for Drug Trafficking,” International Action Network on Small Arms report, 18 June
2001. <http://www.iansa.org/mews/2001/jun_01/mombasa.htm>

*“ Sullivan.
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overland through Kenya, Tanzania, and Zambia. Since 1993 large amounts of hashish from
Pakistan and Afghanistan have been entering Kenya through Mombasa and the border point of
Namanga. Sea routes for heroin begin in Pakistan and Sri Lanka. * Traffickers use trucks, oil
tankers, conventional merchant ships, and airplanes to move narcotics and arms into the region.
The narcotics trade has brought with it money laundering and other organized crime activities.
Most drug confiscations occur at Kenya’s airports, although it is known that the majority of
traffic passes overland or by sea.*’As in the case of arms trafficking, lax customs controls and
corrupt officials have promoted the role of Kenya and its neighbors as a narcotics transit center.
Kenya also is handicapped by rampant cultivation of domestic marijuana (promoted by corrupt
officials) and a growing domestic market for narcotics.*’

In 2002 Ethiopia, which is located on the route between Asian heroin production
countries and major West African narcotics trafficking networks, was ranked first among African
nations in volume of heroin trafficking.*® As a hub for flights from Southeast and Southwest Asia
into Africa and Europe, Bole Airport in Addis Ababa is a major transit point for this trade.
Frequent two-day layovers for transcontinental flights offer an opportunity for marketing in
Addis Ababa. Nigerian and Tanzanian traffickers are especially active in Ethiopia. Government
interdiction personnel have been poorly trained and equipped, although some improvements
were made in 2002.*

Like Kenya and Ethiopia, Tanzania is located along natural narcotics trafficking routes
from east to west and offers traffickers numerous accessible points of entry by sea, land, and air.
The major points of entry are the airports at Dar es Salaam, Zanzibar, and Kilimanjaro; major
seaports at Dar es Salaam and Zanzibar; and smaller ports at Tanga and Mtwara. Traffickers also
use small boats on inland waterways. Heroin from Afghanistan enters Tanzania from Pakistan
and 1s smuggled further to Europe and North America by various traffickers, particularly

Nigerians, utilizing air routes. In recent years, the use of less central access points has increased

* Observatoire Géopolitique des Drogues, “Kenya,” in 1997 annual report.
<http://www.ogd.org/rapport/gb/RP11_7 KENYA.htm>

* Ken Opala, “The Case for a More Effective Approach,” Daily Nation [Nairobi], 1 August 2002.
<http://www.mapinc.org/ccnews/v02/n1429/a05.html1?347>

7 Opala.

* Opala.

YUSs. Department of State, Bureau for International Narcotics and Law Enforcement Affairs, International
Narcotics Control Strategy Report 2002. <http://www .state.gov/g/inl/rls/nrcrpt/2002/html1/17950.htm>
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as government enforcement measures at airports have improved.’’ However, it is widely believed
that corrupt officials at airports facilitate the transshipment of narcotics through Tanzania.”!
Criminal organizations in Tanzanian communities provide in-country support for drug smugglers

from Afghanistan and Pakistan™

Trafficking in Humans

Jomo Kenyatta International Airport in Nairobi is a central transit point for transnational
trafficking in human beings. Large numbers of illegal migrants from Somalia, Ethiopia, China,
India, and Sri Lanka pass through the airport’s weak customs barriers en route to Western
Europe and the United States. According to a Kenyan immigration officer, the routes involving
Kenya include more than four countries. Common stops after Nairobi are Mumbai (Bombay)
and Dubai. An estimated 500 to 750 Somali migrants per month arrive at Wilson Airport, from
where they travel by road to Nairobi.> A 2002 investigation by the Nairobi Daily Nation found
that Kenya’s trafficking syndicate was run by high-ranking and wealthy Kenyans in collusion
with unscrupulous immigration, intelligence, and police officials at the airport and in the
Immigration Department. A separate investigation revealed that 3,000 to 4,000 Somalis a year
were purchasing Kenyan identity and travel documents and one-way air tickets to their
destination of choice. >* Immigration personnel lack the skill and equipment to stay ahead of
sophisticated document counterfeiters.

The International Organization for Migration has reported large numbers of Ethiopian
women working as low-paid domestic servants in the Middle East and the Gulf States, after
having been delivered there by traffickers. In 1999, the number of such cases in Lebanon was
estimated at between 12,000 to 20,000. Some Ethiopian women also have been trafficked as

nude dancers in Mongolia.>

3 U.S. Department of State, Bureau for International Narcotics and Law Enforcement Affairs, International
Narcotics Strategy Report 2002..
' U. S. Department of State, International Narcotics Control Strategy Report 2003, X-61-X62.
32 “East Africa: Terrorism’s Ties to Drugs,” Strategic Forecast [Austin, Texas], Daily Global Intelligence Report,
October 5, 2001. < http://www.stratfor.com>; U. S. Department. of State, Narcotics Control Report, 2003, X-61.
>3 Stephen Muiruri, “How Illegal Migrants Use Kenya’s Airports,” 13 August 2002. <http:/fpmail.friends-
}5)4artners.org/pipermail/stop-trafﬁc/Z002/002266.htm>

Ibid.
> International Organization for Migration, “New IOM Figures on the Global Scale of Trafficking: Africa,”
Trafficking in Migrants, special issue, April 2001.
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Corruption

Kenya’s level of corruption among public officials has been extremely high for several
decades. In its June 2001 survey, Transparency International ranked Kenya 84" out of 91
countries in publicly perceived corruption.”® The corruption problem has come to permeate
Kenyan society from bottom to top; it ranges from the exactions demanded by police on the
street to the open embezzlement of funds from state coffers, institutions, and organizations. In
the 1990s, pervasive corruption came to be regarded simply as a way of life.

The most visible level of Kenya’s corruption was the administration of President Daniel
arap Moi (in office 1978-2003), whose officials were widely known as seeking personal profit at
the country’s expense. More than once in the 1990s, the World Bank and the International
Monetary Fund suspended development aid because of allegations of misspent funds.”’ Such
large-scale graft and corruption in the public sector have contributed to an environment of
permissiveness that accommodates and even encourages other forms of criminal behavior,
including organized crime and terrorism. In early 2003, newly elected President Mwai Kibaki
characterized Kenya’s pervasive corruption as the root cause of all the country’s problems.
Kibaki announced an immediate attack on corruption in government and elsewhere.” However,
experts remained skeptical that Kenya’s ingrained power relationships would yield to such an

attack.

Money Laundering

The hawwalat system, the main method of credit transfer in Somalia, has the potential to
provide cover for money laundering operations that support crime and terrorism.” Based on that
potential, in November 2001 the United States government closed the international offices of al-
Barakaat, the largest of the Somali hawwalat offices. However, as of early 2002, allegations of
involvement in funding terrorism had not been confirmed, and the issue remained unresolved.

The Somali hawwalat is not intrinsically hospitable to outside manipulation because the system’s

> Economist Intelligence Unit, Kenya: Country Profile 2001 (London: 2001), 15.

> Economist Intelligence Unit, Kenya: Country Profile 2001, 6.

3% Martin Mutua, “Kibaki Opens Parliament, Vows to Fight Corruption,” The East African Standard [Nairobi], 19
February 2003. <http://allafrica.com/stories/200302190693.htm1>

Y U.S. Department of State, International Narcotics Control Strategy Report 2003, XII-29.
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norms of reciprocity are based on relationships of trust embedded in clan and familial
structures.”

Nairobi, which serves as a regional banking and trade center for Eastern, Central, and
Southern Africa and Kenya, has a large informal economic sector and large amounts of
unrecorded cash-based international transfers. However, as of 2002 the U.S. Department of State
had not found that the international financial transactions of Kenyan banks include a significant

amount of money laundering.®'

Terrorist Activity

Like other parts of the continent, East Africa offers terrorists porous borders, interethnic
and intertribal conflict, lax financial systems, and easily available weapons.®* Sudan is a terrorist
haven because the government of Omar el-Bashir is run by the National Islamic Front, whose
goal is to install fundamentalist Islamic government throughout the country. In 1995 an
assassination attempt was launched from Sudan against Egyptian President Hosni Mubarak.®® In
1998 al Qaeda terrorists attacked U.S. embassies in Nairobi, Kenya and Dar es-Salaam,
Tanzania. In 2001 the U.S. Department of State identified al Qaeda, the Egypt-based Muslim
Brotherhood, and the Palestinian Islamic Jihad and Hamas as terrorist groups having safe havens
in Sudan.® Kenya, the scene of major terrorist attacks in 1998 and 2002, seems to harbor
shadowy terrorist networks, the nature of which remains unclear. Some of the perpetrators of the
1998 American embassy attacks were foreign Muslims who occupied safe houses in Mombasa,

. . . . . . g . . .. 65
using small businesses and relief organizations to subsidize and conceal their activities.” In

5 For these points as well as a detailed discussion of Somali sharikat hawwalat, see Khalid M Medani, “Financing
Terrorism or Survival? Informal Finance and State Collapse in Somalia, and the US War on Terrorism,” Middle East
Research & Information Project (MERIP), 32, no. 223 (Summer 2002), 3-6.

81 Medani.

62 U.S. Department of State, Patterns of Global Terrorism 2001.
<http://www.state.gov/s/ct/rls/pgtrpt/2001/html/10236.htm>

8 Council on Foreign Relations and Markle Foundation, “Terrorism: Questions and Answers: Sudan,” 2002.
http://www.terrorismanswers.com/sponsors/sudan.htm>

64 U.S. Department of State, Patterns of Global Terrorism 2001.

85 «East Africa” Terrorism’s Ties to Drugs”; Benjamin Weiser, “Details Given, and 5 More Charged, in Tanzania
Bombing,” New York Times, December 17, 1998; Marc Lacey and Benjamin Weiser, “After Attack, Kenya Traces
Qaeda’s Trail in East Africa, New York Times, 1 December 2002, Al.
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Tanzania local Muslims helped plan and carry out the 1998 attack on the American embassy in
Dar es Salaam.

In Uganda, an Islamist terrorist group, the Allied Democratic Forces (ADF), opposed to
the Ugandan government, allegedly has sent fighters to train in al Qaeda camps in Sudan and
Afghanistan. In 2001, the ADF sought financial support and training from Iraq for a terrorist
campaign in Africa, but apparently little came of these efforts.’’

Somalia’s fragmented political situation makes a government-based antiterrorist program
impossible. However, other factors have discouraged long-term implantation of terrorist groups
in that country. In general, Somalis (nearly all of whom are Muslim) have not been receptive to
non-Somali Muslims with political agendas, in part because the pragmatic Somali view of Islam
and the dominance of the clan structure in society are not compatible with a politicized form of
religion.”® In addition, Somalia’s decrepit communications and transportation infrastructures
cannot support an effective transnational organization. ®

The only terrorist group known to operate in Somalia is al-Ittihad al-Islamiya, (“Islamic
Unity,” AIAI), which is believed to have links with al Qaeda and was implicated as a transit
agent in the American embassy bombings of 1998 and the November 2002 attacks against
Israeli targets in Mombasa.”' In early 2002, experts estimated that as many as 25 militants with

links to al Qaeda were resident in Somalia.”

Southern Africa

Southern Africa in a narrow geographical sense encompasses six countries at the southern
end of the continent—Botswana, Lesotho, Mozambique, Namibia, South Africa, and Swaziland.
These countries tend to have large geographical areas and long national boundaries and

coastlines that are difficult or impossible to patrol and leave the interior of the countries

5 Benjamin Weiser, “Details Given and Five More Charged in Tanzania Bombing,” New York Times, 17 December
1998.

57 Philip Smucker and Faye Bowers, “Iraq Regime Linked to Terror Group,” Christian Science Monitor, 18 April
2003, 1, 9.

08 «pl Qaeda Suspect Handed to FBI,” “World in Brief, ” Washington Post, Thursday, March 20, 2003, A26.

% Economist Intelligence Unit, Eritrea, Somalia, Djibouti: Country Profile 2001, 38, 42.

" Lacey and Weiser.

! Dexter Filkins and Marc Lacey, “Kenya’s Porous Border Lies Open to Arms Smugglers,” New York Times, 4
December 2002, A18.

2 Donald G. McNeil, Jr., “A New Scrutiny of Somalia as the Old Anarchy Reigns,” New York Times, 10 February
2002.
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vulnerable to penetration by criminal groups. South Africa is the most economically developed
of the region’s countries, followed by Botswana. The remainder of the region is poor and
underdeveloped, with meager resources available to develop effective programs relating to
education, health, or law enforcement. As of the late 1990s, some countries were in a process of
political and economic transition, rendering state structure fragile and ineffective. In Angola and
the Democratic Republic of Congo, on-going civil wars promoted instability and trafficking in
arms, narcotics, gold, diamonds, and other natural sources throughout the region. Bribery and
corruption involving government officials, law enforcement personnel, and border guards were
also major problems.

By the 1980s, indigenous criminal networks existed in most if not all of the countries of
Southern Africa. Such groups often were linked with each other in cross-border networks that
trafficked in stolen vehicles, narcotics, and arms among other items. In the early 1990s,
international criminal organizations began to converge upon the region, where most counties
were extremely vulnerable to illicit activities. In the 1990s, both Mozambique and South Africa
emerged from drastic political transitions that left them vulnerable to a variety of transnational
groups. South Africa, which possesses by far the richest natural resources and the most
developed infrastructure in the region, was the favorite target of such groups, both terrorist and
criminal, from a wide variety of countries. Criminal activities based in South Africa have spread
across the borders into neighboring countries. Mozambique has become involved mainly as a
transit country whose banking system promotes the money laundering of transnational

traffickers.

Mozambique

After Mozambique emerged from a prolonged period of civil war in 1992, the movement
of people and goods increased. With that increased movement has come a new role for
Mozambique as a major transit country for narcotics. There are two main routes: heroin moves
from South Asia via Dubai and Tanzania and is sent on to Europe, and cocaine arrives from
Colombia and Brazil and goes on to Europe and East Asia. Mandrax (methaqualone), imported
from South Asia and manufactured domestically, is destined for South Africa. Hashish is

smuggled from Southeast Asia in huge quantities, averaging an estimated 200 tons per year in
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the mid-1990s. In May 2001, a single shipment of six tons of hashish was seized. It is processed
and re-exported to Europe and North America.”

The drug trade has grown in Mozambique as major drug syndicates have sought new
routes that international agencies do not monitor as effectively as more traditional routes through
neighboring countries. Mozambique’s ports are entry points for hinterland countries of Southern
Africa, and the 1,550-mile coastline is impossible for resource-poor Mozambican maritime
authorities to patrol. The country’s extreme poverty, low salaries, and climate of corruption
foster bribery and corruption of police, border guards, and government officials. One provincial
governor allegedly received $500,000 for each large shipment of cocaine that passed through his
territory. International experts claim that the Mozambican police are almost totally corrupted,
and that Maputo airport is easily available to narcotics couriers.’

Other established forms of transnational crime in Mozambique are vehicle theft and gun
running. Since the late 1990s, counterfeiting, bank fraud, money laundering, and trade in ivory
and precious stones have made their appearance.”” Like South Africa, Mozambique has a
network of willing locals who facilitate these activities, often in conjunction with cross-border
criminal networks in South Africa.

The country’s financial institutions may be heavily involved in money laundering. One
investigative reporter notes that, as of mid-2001, Mozambique has far more banks and foreign
exchange bureaus than can possibly be justified by the size of the legal economy and the need to
exchange sizable foreign aid funds. Therefore, authorities suspect that these institutions are
involved the laundering of proceeds from the narcotics industry, although officials of the Bank of
Mozambique deny such charges. Other outlets for converting illegal profits in Mozambique
include conspicuous consumption, investment in real estate, and the purchase of stocks and

bonds, which can be executed with few questions asked. "

7 Antonio Paulo Namburete, “Organised Crime in Mozambique and Its Impact Within the Regional and
International Context,” in M. Hough and A. Du Plessis, eds., The Grim Reaper: Organised Crime in the 1990s—
Implications for South and Southern Africa, Institute for Strategic Studies, Monograph no. 36, 1999), 28; U. S.
Department of State, Bureau for Narcotics and Law Enforcement Affairs, International Narcotics Control Strategy
Report 2001. <http://www.state.gov/g/inl/rls/nrcrpt/2001/html/17950.htm>

™ Joseph Hanlon, “Metical Special Investigation: Drugs Now Biggest Business,” Metical [London], 28 June 2001.
<mozambique-news@geo2.poptel.org.uk>

7> Namburete, 27, 29-31.

7 Hanlon; Namburete, 32-33.
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Mozambican authorities have attempted to restrict illicit activities. The country is a
signatory to several international conventions aimed at narcotics control, has enacted legislation
of its own, and has conducted operations against drug lords and the trade in stolen vehicles.”’
Nonetheless, even when legislation is on the books, officials lack the financial resources and
often, it seems, the will to enforce it. The country is too poor to make crime interdiction a
priority, and corruption reaches into the highest echelons of law enforcement and government.
For instance, a former director of investigative operations of the Criminal Investigative Police
was himself recently detained for allegedly distributing hashish and heroin (he was released
without charges being filed), and a high-profile trial that concluded on January 31, 2003,
involving charges of illegal imports, currency dealings, and murder, implicated even President

Joaquim Chissano’s son.”®

South Africa

Several factors create a favorable environment for international organized crime and
terrorism in South Africa. In terms of geography, it is situated midway on communication routes
that connect South America, South and Southeast Asia, the Middle East, and Europe. South
Africa has a long coastline that requires a constant effort to patrol. The well-equipped deep-water
ports at Cape Town, Durban, and Port Elizabeth invite a high rate of seagoing commerce that
complicates effective import-export control. Land borders are also long and often unpatrolled.
They are crossed daily by criminals trafficking in many forms of contraband, including but not
limited to narcotics, stolen cars, illegal firearms, diamonds, and precious metals. An indigenous
and radicalized Muslim community provides protection and support for Islamic fundamentalist
groups.

Until the late 1980s, South Africa had remained largely isolated from the international
developments that affected organized crime, both domestic and international. The authoritarian
and security-conscious environment fostered by the apartheid regime made aggressive activity in
South Africa quite risky for international crime syndicates. However, as the state’s law

enforcement agencies focused their attention on political opponents, indigenous criminal groups

"7 Namburete, 35; U.S. Department of State, International Narcotics Control Strategy Report 2001.

8 U.S. Department of State, International Narcotics Control Strategy Report 2001; “Mozambique: A Flood of
Mud,” Africa Confidential [London], 43, no. 25 (20 December 2002): 2-3; “Carlos Verdicts Taint Chissano’s Son,”
1 February 2003. <http://allAfrica.com>
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increased their activities significantly during the 1980s. Despite relatively strict border controls,
cross-border organized crime between South Africa and its neighboring states also expanded,
forming smuggling networks that crisscrossed the southern cone of Africa.”

The political changes that occurred in 1994 when apartheid was replaced by
constitutional democracy created opportunities for both indigenous and international organized
criminal groups to exploit the new low-risk environment that South Africa now provided. The
country entered an era of political transition during which state structures, including security
services, were undergoing substantive reform that weakened them. Border controls relaxed at the
same time that international trade and tourism expanded. South Africa gradually became more
accessible to the international community, including the criminal underworld. By the late 1990s,
many of the uncertainties caused by the transition had subsided, but organized crime had gained
a firm foothold in South Africa. Belatedly recognizing the danger that both internal and
international organized crime posed, the new democratic government began taking steps to
counter both.*

South Africa has the most developed transportation, communications, and banking
infrastructure in sub-Saharan Africa. This infrastructure is an essential attraction for criminals
both inside and outside the country. Air connections across the Atlantic to South American drug
sources are excellent, telecommunications connections across the world are instantaneous and
reliable, and an efficient banking system, well integrated into the global economy, offers
opportunities for money laundering. South Africa is also rich in commodities, such as gold,
diamonds, and platinum, that can be used to fund criminal or terrorist activities and to transfer
wealth from one place to another. Since the mid-1990s, the country has become a relatively
stable and open society with broad civil liberties that permit easy movement of people and
money, both legal and illegal.®' The situation in South Africa, particularly as concerns terrorism,
was summarized by Gideon Jones, former head of the Criminal Intelligence Unit of SAPS: “It’s

a perfect place to cool off, regroup, and plan your finances and operations. The communications

7 Peter Gastrow, “Main Trends in the Development of South Africa’s Organised Crime,” Afiican Security Review,
3,n0. 6 (1999), 1.

% Gastrow, “Main Trends,” 1; Mark Shaw and Peter Gastrow, “Crime and Its Impact in Post-Apartheid South
Africa,” Daedalus, 130, no. 1 (Winter 2001): 250-51.

81 South Africa’s attractions for international crime and terrorism are mentioned in a number of sources: Gastrow,
“Main Trends,” 7; Williams and Brooks; U.S. State Department, International Narcotics Control Strategy Report
2001, “Africa: South Africa” (Washington, 2002), <http://www.state.gov>
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and infrastructure are excellent, there is a radical Muslim community, and our law enforcement
is overstretched.”™

Two additional factors contribute to South Africa’s profile of criminal attraction. A large
and well-organized criminal network or syndicate exists within the country, composed of a
number of notorious street-gangs. The street gangs control local narcotics distribution and have
established a mutually advantageous arrangement to divide up the domestic narcotics market
with their international suppliers. The gangs, already engaged in internal and cross-border
vehicle theft, gun-running, and trade in cannabis and mandrax, presented dealers from outside
South Africa with contacts and ready-made networks that offered the opportunity to develop a
more sophisticated narcotics industry. In return, the gangs have learned new techniques of the
trade from their international mentors. Gang membership and criminality is promoted by high
rates of poverty and unemployment, particularly among the black segment of the population.®

According to the South African Police Service (SAPS), international criminal
organizations involving, among others, Nigerians, Russians, Chinese, Moroccans, and Italians,
have been operating in South Africa since at least the early 1990s.** Nigerian groups were
perhaps the first to arrive, establishing themselves in Johannesburg during the late 1980s. By the
late 1990s, Nigerian crime syndicates dominated the illicit trade in cocaine in South Africa,
which had become a transit country for narcotics shipments into Europe and the Middle East.
The Nigerians also had begun to trade in locally produced cannabis and some heroin, which also
was shipped to Europe, and to engage in kidnapping and ransoming schemes.®

By the mid-1990s, SAPS became aware that Russian organized criminals were present
and active in South Africa. While the scope of their activities was difficult to discern, they
appeared to be involved in arms smuggling, fraud, car theft, narcotics trafficking, and possibly
trafficking in uranium. Russian criminals were suspected of conducting their activities, including
money laundering, behind the cover of legitimate business operations.*®

Chinese criminal groups, linked to Chinese triad organizations in Hong Kong and

Taiwan, have been active at least since the early 1990s. Operating largely from Johannesburg

82 Block, “In South Africa,” A7.

8 Kinnes, “From Urban Street Gangs--National and Local Trends,” 1-2; Shaw and Gastrow, “Crime and Its
Impact,” 250-53;

8 Gastrow, “Main Trends,” 3.

8 Gastrow, “Main Trends,” 4.

8 Gastrow, “Main Trends,” 5-6.
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and Pretoria, they deal in the illicit trade in rhino horn and ivory, money laundering, contraband,
and the trafficking of Chinese migrants into South Africa. Chinese gangs also dominate the
illegal harvesting and trade in abalone, an edible mollusk with a mother-of-pearl shell that is in
high demand in the Far East. This is a low-risk activity because South African authorities give
little attention to the depletion of marine resources. Chinese narcotics traffickers specialize in
mandrax, which is the overwhelming choice of South African narcotics users. Mandrax is
manufactured in South Africa and neighboring Mozambique, but substantial quantities of
mandrax tablets are imported from Asian sources by Chinese, Indians, and Pakistanis in South
Africa.”

During the 1990s, senior Italian mafia operatives are known to have penetrated middle
and upper government echelons. The reputed mafia “boss” Vito Palazzolo, who was arrested in
1998, gained a reputation for corrupting government officials. Palazzolo allegedly suborned a
cabinet minister, a security force general, a top immigration official, and many policemen.™
Indian and Pakistani groups in South Africa are involved mainly in narcotics, illegal migrants,
and smuggling of contraband. Portuguese crime groups have been involved in truck-hijackings
and the smuggling of illicitly obtained diamonds and gold. Moroccans in the Cape Town engage
in extortion rackets and the narcotics trade.*

During the 1990s, Muslim-based groups inclined toward vigilantism, and urban terrorism
appeared in the Muslim communities of South Africa, whose total population is estimated at
600,000. Among these are Muslims Against Global Oppression (MAGO), Muslims Against
Ilegitimate Leaders (MAIL), and People Against Gangsterism and Drugs (PAGAD).” The last
group, based in the Western Cape, is perhaps the most notorious and the best known outside
South Africa. Dedicated originally to the elimination of drug dealers and street gangs in former
colored townships, PAGAD has evolved into a full-fledged terrorist organization with alleged
support and training from Iran, Libya, and Sudan. Its militants have resorted to violence,
including bombings, directed against police, businessmen, religious leaders, and foreign

interests, particularly those of the United States. For example, PAGAD operatives bombed the

87 Gastrow, “Main Trends,” 5-6.

8 Gastrow, “Main Trends,” 6-7.

8 Gaatrow, “Main Trends,” 7.

% Irvin Kinnes, “From Urban Street Gangs to Criminal Empires: The Changing Face of Gangs in the Western Cape,
National and Local Trends,” Institute for Strategic Studies, Monograph no. 48, 2000), 2.
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Planet Hollywood restaurant in Cape Town in July 1998, causing two deaths and injuring
dozens. PAGAD is known for militantly anti-American and anti-Israeli views.

Several international Muslim terrorist organizations also are present in South Africa.
According to South African intelligence sources, the militant Palestinian group Hamas has been
active since at least 1992, raising funds and enlisting recruits for military training. The Lebanese-
based Hizballah group allegedly maintains a presence in South Africa as well. After establishing
a foothold in 1997, al Qaeda seems to view South Africa as a source of funds as well as a place
of refuge for fugitive militants. These groups are aided by local radicals in the indigenous
Muslim population.”’

Mandrax, imported from production sources in India, Kenya, and Pakistan, is rated as
South Africa’s most serious narcotics problem. The problem is most serious in Cape Town,
where competition among thousands of drug dealers and the high cost of supporting addicts’
habits are responsible for most of the serious crime that occurs. Dubai and Mumbai (Bombay)
are the main transit points from which traffickers move mandrax into South Africa.””

The final factor is quite peculiar to South Africa: effect of the apartheid legacy on law
enforcement agencies. Under apartheid, the police and legal systems were intended to control
and to suppress dissent among the black population, not to investigate crime per se. Because the
police enjoyed little legitimacy with the majority of the population, the law and its enforcement
was not the object of public respect. Under these circumstances, a “culture of violence”
characterized South African society. For its part, the SAPS has had to undergo a reorientation of
mission and attitudes since 1994. The SAPS has expanded and reorganized to emphasize
enforcement of the new democratic order. As entire segments of the population remain
suspicious of the police and the courts, law enforcement officials are now learning to deal with
criminal and terrorist groups of far greater sophistication than those of the apartheid era.”” In this
atmosphere of mistrust and transition, organized criminals and terrorist elements have flourished

in recent years.

9'Robert Block, “In South Africa, Mounting Evidence of al Qaeda Links,” Wall Street Journal, Tuesday, December
10, 2002, A1, A7.

%2 “Mandrax,” Electronic Doctor [South Africa]. <http://www.edoc.co.za/drughelp/mandrax>

% Peter Gastrow and Mark Shaw, “In Search of Safety: Police Transformation and Public Responses in South
Africa,” Daedalus, 130, no. 1 (Winter 2001): 262-72; George Govender, ‘“Prevention and Combating of Organised
Crime in South Africa,” in M. Hough and A. Du Plessis, eds., “The Grim Reaper: Organised Crime in the 1990s—
Implications for South and Southern Africa,” Institute for Strategic Studies Publication no. 36 (1999), 52-59.
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Western Africa
Introduction

Like other regions of the continent, West Africa suffers from chronic armed conflict,
extremely high rates of poverty, porous border security, and governmental inefficiency and
corruption. These conditions have permitted the growth of numerous armed insurgent groups, an
extensive narcotics trafficking network centered in Nigeria; trafficking in women and children
originating in many countries of the region; misallocation of natural resources such as timber,
precious metals, and diamonds; and an enormous arms trafficking industry that is supplied from
Eastern Europe and the former Soviet Union and regionally centered in Liberia. A strong driver
of criminal conduct in West Africa is the region’s rich supply of natural resources, which has
attracted unscrupulous entrepreneurs from Europe and financed criminal and terrorist activity.

Reportedly, al Qaeda has established at least tenuous links in parts of the region.

Narcotics Trafficking

In recent years, Nigerian and Ghanaian trafficking groups have established strong links
with heroin sources on the Indian subcontinent, in the Golden Triangle, and in the Golden
Crescent. An extensive transnational network of narcotics traffickers has extended from Nigeria,
which has become the West African center for that type of crime and for money laundering. That
network extends into neighboring countries and as far as Kyrgyzstan and South America.
Already in 1999, authorities estimated that Nigerian groups were active in 60 countries, and ties
have been established with criminal groups in the United States, Europe, South America, Asia,
and South Africa.”* Lomé, the capital of nearby Togo, has been described as “a spoke in the

2

Nigerian hub of narcotics trafficking and money laundering.”® In recent years, Nigerian
narcotics groups also have migrated into neighboring Benin, Chad, and Niger.” A significant
proportion of heroin arriving in the United States from Asia has passed through Nigeria, and

Nigerian agents in South America move cocaine to points in Europe, North America, and South

% U.S. Department of State, International Narcotics Control Strategy Report 2003, X-43.

% U.S. Department of State, International Narcotics Control Strategy Report 2003, X-43.

% “New Ambitions in the Fight Against Drugs,” Geopolitical Drug Newsletter [Paris], October 2001.
<http://www.geodrugs.net/mini-lettres/ AEGD6GB.pdf>
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Africa. Nigerian narcotics traffickers also are involved in counterfeiting documents, trafficking
in migrants, and financial fraud.”’

Drug enforcement in Nigeria has been hindered by chronic corruption (Nigeria
consistently is rated one of the most corrupt nations in the world) and by under-funding of law
enforcement agencies. Corruption is compounded by the low salaries received by civil servants
and by a poorly trained and motivated police force. The populace of Nigeria distrusts the police
force, making citizens vulnerable to manipulation by criminals in urban centers such as Lagos,
Enugu, Port Harcourt, Jos, Kano, and Kaduna.”®

National drug interdiction agencies have not effectively shut down large-scale dealers,
who benefited from declines in the national infrastructure to establish strong footholds during a
long series of military dictatorships ending in 1999. Interagency cooperation for drug interdiction
has not been effective, and the corrupt court system has not backed law enforcement efforts. The
Nigerian Customs Service has resisted interdiction measures of the National Drug Law
Enforcement Agency. In 2002 the Obasanjo government reportedly made progress in limiting the
money laundering activity that stems directly from narcotics trafficking and related crime.”

The volume of narcotics transiting through Ghana has increased sharply in recent years,
mainly under the direction of Nigerian traffickers. Cocaine moves via Ghana from South
America to Europe, and heroin moves via Ghana from Southeast and Southwest Asia to Europe.
Narcotics destined for South Africa and North America also move through Ghana. Major factors
in this trend are Ghana’s proximity to Nigeria and its increasing role as an international
transportation hub. Accra’s Kotoka International Airport is a major transit point, as are the ports
of Tema and Sekondi and the border towns of Elubo, Aflao, and Sampa. Customs officials have
complained that the national judicial system does not back their interdiction efforts with timely

prosecution.'®”

Human Trafficking

Because the poverty of the region has created a widespread state of desperation,

trafficking in women from West Africa has become a major transnational crime. The majority of

7 U.S. Department of State, International Narcotics Control Strategy Report 2003, X-64.
% U.S. Department of State, International Narcotics Control Strategy Report 2003, X-43.
% U.S. Department of State, International Narcotics Control Strategy Report 2003, X-43-45.
1% U.S. Department of State, International Narcotics Control Strategy Report 2003, X-14.
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the victims are poor women who are promised money-earning jobs in the country of destination
but find themselves instead in the sex trade or working as virtual slaves. The primary European
end points are Belgium, Italy, and the Netherlands; other women are moved to Lebanon, Libya,

101

and the United States as well as to Nigeria and other countries in West Africa. ™ The connection

between Nigeria and Italy, one of the most frequent destinations, began in the 1980s, when

192 Mali also sends significant

Nigerian women began traveling to Italy as agricultural laborers.
numbers of women as domestic servants to Kuwait and Saudi Arabia.'”

Large numbers of West African children also are trafficked as agricultural and domestic
workers and for the sex trade. Mali and Benin are primary sources of this trade, in which poverty
is a major factor. In recent years, the cacao plantations of Ivory Coast have come under
investigation for allegedly using thousands of child laborers from Mali and Burkina Faso.
Cultural and legal factors also play a part, as parents often send their children to be raised by
others who then sell them to traffickers. Ghana has no laws against child trafficking or child
labor,'* and its laws protecting women have been described as “woefully outdated” in dealing
with the relatively new transnational forms of trafficking.'”® The International Labor
Organization also has identified significant trafficking in humans in Burkina Faso and the Ivory
Coast.'?

The U.S. Department of State has identified Senegal as both a source and a transit point
for trafficking in women. According to the 2002 report, Senegal’s weak border controls and
official corruption have made the capital city, Dakar, a transit point for Nigerian traffickers

moving women from Nigeria to the sex trade in European cities. Senegal’s light legal penalties

. . . 1
for such crimes are a contributing factor.'”’

' International Organization for Migration.

192 The Advocacy Project, “Girls for Sale: Building a Coalition to Fight Trafficking in Nigeria.”
<http://advocacynet.autoupdate.com/cpage view/nigtraffick girlsforsale 6 25.htm>

' International Organization for Migration.

1% «“Trafficked Children Registered,” report of AllAfrica.com, 4 February 2003.
<http://allafrica.com/stories/200302040508.htm>

193 “ECOWAS Experts Discuss Action Plan Against Human Trafficking,” News in Ghana [Accra], 2001.
<http://www.newsinghana.com/politics/archive/ECOW AS-experts-discuss-action.htm>

1% International Labour Organization, “ILO Reports on Child Trafficking in West and Central Africa,” 15 June
2001. <http://www.ilo.org/public/english/bureau/inf/pr/2001/21.htm>

197U.S. Department of State, Trafficking in People Report 2001. <http://www.state.gov/g/tip/rls
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Arms Trafficking

Because of persistent insurgencies and weak governments, the region has absorbed large
amounts of illegal arms in the past two decades. Small arms (conventionally, those that can be
carried by an individual or on a small vehicle) are attractive in such a region because they are
durable and the newest models offer high firepower at a relatively low price. In 2002, Nigeria’s
defense minister warned that the proliferation and illegal trafficking of small arms into that
country was intensifying criminal activity in the country and raising the danger of violent clashes
among Nigeria’s several ethnic groups.'® Liberia has gained a reputation as a center of
government corruption and high-volume trafficking in arms, diamonds, and timber. Since the
early 1990s, European-based large-scale arms dealers have taken advantage of unstable regional
conditions to trade arms for diamonds with a variety of rebel groups in West Africa and
elsewhere on the continent. Liberia has been the arbiter of many such deals, opportunities for
which are perpetuated by the political fragility of post-conflict societies. The World Bank’s
African economics expert Paul Collier has called this fragility the “legacy of induced polarizing
grievance.”'” At the point of origin, dealers provide falsified end-user documents that usually
declare Guinea as the end point for arms shipments. Those documents seldom have been verified
by authorities in Central and Eastern Europe.''’

Some of the dealers also have been identified as providers of arms to terrorist groups
such as al Qaeda. Beginning in 2002, reports indicated the presence in Mali, Mauritania, and
Niger of Mokhtar Belmokhtar, an Algerian arms dealer with connections to the extremist Islamic
group Call to Combat, which has received funding from al Qaeda. According to a Voice of
America report, al Qaeda could take advantage of the sparse population and limited law
enforcement capability of those countries to establish a foothold in the interior of Western

Africa."!! Until at least 2001, Russian arms trafficker Victor Bout sold large amounts of small

198 «“Nigeria: Defence Minister Denounces Increased Number of Small Arms in Country,” BBC report, 14 January
2002. <http://www.clw.org/atop/newswire/nw011402.htm>

19 Paul Collier, “Economic Causes of Civil Conflict and Their Implications for Policy.”
http://www.worldbank.org/research/conflict/papers/civilconflict.htm, quoted in Lansana Gberie, “War and Peace in
Sierra Leone: Diamonds, Corruption and the Lebanese Connection,” Diamonds and Human Security Project,
Occasional Paper no. 6, November 2002, 1.

"% Joost Hiltermann, “Liberia: New Arms Embargo Failing: Weak Export Controls Largely to Blame,” Human
Rights Watch report, 5 November 2001. <http://www.hrw.org/press/2001/11/liberial 105.htm>

"1 «“Washington Possibly Examining Militancy Threat in West Africa,” Stratfor report, 14 November 2002.
<http://www.stratfor.com>
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arms, helicopters, missiles, and armored vehicles to the insurgent Revolutionary United Front

112

(RUF) in Sierra Leone through the government of Liberia.” ©~ Many of those arms presumably

still are in circulation in the region.

The Liberia Problem

The government of Liberian president Charles Taylor, who abdicated and went into exile
in August 2003, was linked with several forms of transnational crime including arms trafficking.
Although an international peacekeeping force entered Liberia as he was abdicating, regional
analysts agreed that Taylor’s extensive regional contacts could enable him to preserve the
extensive network of transnational criminal activities that he had established in West Africa.
Because Taylor’s departure left a divided country lacking any central authority, Liberia still
offers an attractive base for such activities.

A 2003 report linked Liberia’s European-owned timber industry with the trafficking of
arms to rebel groups in nearby Ivory Coast and Sierra Leone. According to that report, arms
shipments arrive in Liberia from Eastern Europe every two or three weeks, via Nigeria and
Libya, then are dispersed to client groups. Arms arrive at the two port cities that are controlled
by the timber industry, demonstrating the interdependence of government-supported arms
trafficking with timber companies. Under Taylor, the Liberian government also has directly
controlled insurgent groups that have caused full-scale civil war in Ivory Coast in the past year
and continue to threaten stability in Sierra Leone.'"

Taylor is known to have very large bank accounts in Switzerland and elsewhere that were

fed by embezzlement of government funds.'™*

The government’s timber policy ignored
international logging restrictions by permitting timber companies to clear-cut large expanses of
protected West African rain forest. Taylor’s regime also was identified as the intermediary in

cut-rate sales of diamonds from insurgents in Sierra Leone to al Qaeda operatives, who raised

12 Steve Park, “’Victor B’ Watched for Taliban Ties,” Washington Times, 22 July 2002.
<http://www.washtimes.com/world/20020722-330000642.htm>

13 «“West African Arms Trafficking and Mercenary Activities Supported by the Liberian Government and Logging
Companies,” Global Witness press release, 13 March 2003.
<http://www.globalwitness.org/text/press_releases/display2.php?id=186>

114 «“West African Arms Trafficking and Mercenary Activities Supported by the Liberian Government and Logging
Companies.”
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money by selling the diamonds at higher prices in Europe.'"” In December 2002, the Washington
Post reported that the Taylor government had accepted US$1 million to provide refuge for al
Qaeda members after the September 11 attacks, and that while in Liberia those individuals

"6 In June 2003, a United Nations-backed war crimes court

bought missiles and other arms.
found Taylor guilty of crimes against humanity because various trafficking activities of the

president prolonged and promoted the civil war in Sierra Leone.'"’

FORMER SOVIET UNION AND EASTERN EUROPE
Introduction

Several countries of the former Soviet Union have been bases for or victims of terrorist
activity within the past three years. Those countries include Georgia, Kyrgyzstan, the Russian
Federation, Tajikistan, and Uzbekistan. In addition, ethnic Albanian insurgent groups have been
active in the vicinity of Kosovo, including parts of Macedonia and Serbia. The states of the
former Soviet Union and Central and Eastern Europe also demonstrate characteristics that make
them inviting targets for transnational criminal groups seeking favorable territory from which to
operate. A wide range of criminal activities in those countries includes trafficking in arms, drugs,
and persons; money laundering; and bribery. Particularly vulnerable to criminal activity are the
states that emerged from the former Socialist Federal Republic of Yugoslavia (with the exception
of Slovenia) and the states that emerged from the former Soviet Union (increasingly, with the
exception of the Baltic states).

The prospect of closer contact with Western institutions such as the European Union has
motivated the Baltic states and most of the former Warsaw Pact countries of Eastern and Central
Europe to substantially strengthen their laws and border enforcement. The same stimulus has
acted less forcefully in the new nations of Central Asia and the Caucasus. However, recent

reforms in those countries have not necessarily eliminated them from the list of “nations

"> Michael Barone, “Dirty Diamonds,” U.S. News and World Report online report, 12 November 2001.
<http://www.usnews.com/usnews/opinion/baroneweb/mb_011112.htm>

" Douglas Farah, “Report Says Africans Harbored al-Qaeda: Terror Assets Hidden in Gem-Buying Spree,”
Washington Post, 29 December 2002, Al.

" Douglas Farah, “Taylor Charged with War Crimes During Long Conflict in Sierra Leone,” Washington Post, 5
June 2003, A22.
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hospitable”; in all cases, well-established patterns and routes can be expected to remain until
legislation is backed by substantive action.

In the former Soviet states, progress toward the rule of law has been hindered by the
sudden disappearance of national authority (the Soviet state) in areas having no individual
tradition of state authority or civil society but having very well developed traditions of
underground criminal activity. As is the case with the former Yugoslav republics, some of the
former Soviet states have fared better than others in making themselves inhospitable venues for
criminal activity. In general, in this respect the Baltic states have done best, Moldova and
Tajikistan worst.

In their progress toward the rule of law, the former Warsaw Pact nations of Eastern and
Central Europe have geographical disadvantages (being located on the trafficking routes between
East and West and adjacent to states with severe criminal problems), economic disadvantages
(facing the upheaval of complete economic transition), and geopolitical advantages (proximity to
the well-developed West European community and prospective membership in West European
organizations). Together, these factors have yielded substantial but mixed progress in warding
off criminal and terrorist activities. Bulgaria, Hungary, and Romania have faced difficulties
associated with their location along main east-west trafficking routes; the Czech Republic,
Poland, and Slovakia have less diversified forms of criminal activity. Because of its weak
political and law-enforcement systems, Albania has presented a uniquely hospitable gateway to

the West for various criminal groups.

Albania

Since 1992, ethnic Albanian organized crime groups have profited greatly from
instability and war in the Balkans to become the fastest growing ethnic criminal presence in
Europe. With operations reaching as far as Australia and the United States, Albanian groups are
the direct distributors of an estimated 40 percent of heroin in West European markets and may
have an indirect role in as much more. Experts disagree about the degree to which Albanian
groups have abandoned the traditional clan-based structure of their predecessors as they recruit

outside their communities and cooperate with a variety of foreign criminal groups. Some
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restructuring undoubtedly has occurred, and the transnational cooperation of Albanian groups
has increased dramatically.

Although Albanian government and law enforcement are not as unstable as they were in
the 1990s, they are not yet strong enough to combat clan-based banditry, which has a long
tradition in Albania, or the new forms of organized crime that have flourished in the past decade.
Observes transnational crime expert Mark Galeotti: “In much of the country, local clans and
allied criminal organizations are more powerful than the state. Cities such as Vloré and
Gjirokaster and regions including Gramsh, Elbasan, and Dirba remain virtual bandit

homelands.”!'®

In many cases, the frontier between activities of Albanian political and criminal
organizations is very unclear because both forms of activity retain roots in Albania’s clan system
and at least part of the corruption that permeated the political system in the 1980s and 1990s has
remained.'"” The police are poorly equipped and poorly paid, and specialized units such as the
financial crimes division receive no training.

The influence of government corruption has been obvious in several instances. In March
2002, two officials with major responsibilities in the Albanian government’s recent anti-narcotics
campaign were found to be themselves participating in a heroin trafficking operation.'*” In mid-
2002, a leak compromised a major trafficking interdiction operation of the Albanian army and
police. That operation, in cooperation with Italian, Greek, and Yugoslav authorities, was
expected to confiscate as many as 30 boats crossing the Adriatic from the port of Vloré, but most
of the smugglers escaped.'?' Authorities often link police personnel with various types of
smuggling. Aside from corruption, special police interdiction units are hampered by poor
equipment. The judiciary’s policy of quickly releasing narcotics suspects does not support police
apprehension efforts, and traffickers are adept at changing their routes to avoid detection.'*

Lawless conditions in Albania are promoted by the domination of criminal organizations
in neighboring Kosovo, where the population is about 90 percent Albanian, and in the adjoining

region of northwestern Macedonia, which also has an Albanian majority. In Albania and the two

"8 Mark Galeotti, “Albanian Gangs Gain Foothold in European Crime Underworld,” Jane’s Intelligence Review, 1
November 2001.

' Galeotti.

120 7vlyftar Bregu, Albania: Authorities Rocked by Drugs Scandal,” Institute for War and Peace Reporting report,
22 March 2002. <http://www.iwpr.net>

12l “Smuggling Continues Despite Multinational Efforts,” RFE/RL Crime and Corruption Watch, 2, no. 30 (30
August 2002). <http://www.rferl.org/corruptionwatch/2002>

122 Bregu.
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Albanian regions nearby (the respective borders of which are not meaningful for law
enforcement), extreme economic disorder, the substantial displacement of Albanian populations
by war, and nationalist aspirations combine to promote the recruitment of young people for the
illicit activities of organized crime groups. In this process, for example, Albanians in all three
jurisdictions have played an increasingly vital role in transporting heroin across the Balkan
region for the Turkish and Kurdish organizations that dominate the wholesale heroin trade.'*’
The so-called Italian Route, one variant of the Balkan Route, moves heroin from Kosovar bases
in Pe¢ and Prizren across the border into the lawless Tropoje region of Albania, controlled by the
Haklaj clan. Shipments then move to the ports of Vloré, Sarande, and Durrés.'**

In the 1990s, Albanians began as couriers for established Italian smuggling organizations,
offering familiarity with routes that avoided border patrols during the Yugoslav conflicts of
1992-95. From that beginning, the Albanians gradually acquired their own heroin processing and
distribution systems and diversified their smuggling operations to include illegal migrants, stolen
cars, cigarettes, and other commodities. Reportedly, the trade in counterfeit cigarettes is so
profitable that Albanian and Macedonian groups have fought for market control.'?

As they diversified their products, Albanian groups also were able to reach cooperative
agreements with several Italian mafia organizations, which had resisted the incursion of foreign
elements into their territory. Eventually the Albanians shared operations with major Italian mafia
groups in Calabria, Apulia, and Naples. The ongoing migration of Albanians into Italy has
formed a bridgehead of increasingly independent Albanian criminal groups that have penetrated
northern Italy, where no single Italian group has been dominant. The activities of new Albanian

groups have been especially profitable in the wealthy cities of Milan and Florence'*®

(see
Western Europe).

From Italy, Albanian criminal groups have spread to other parts of Europe. Albanians
now dominate the heroin market in Switzerland and have gained substantial shares of the money
laundering and arms smuggling businesses. In North America, Albanians occupy dominant

positions in the so-called YACS (Yugoslav-Albanian-Croatian-Serb) gangs that now engage in a

variety of crimes. Recently, Albanian groups have been seeking to establish relations with

123 Galeotti.
124 Galeotti.
125 Galeotti.
126 Galeotti.
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Georgian and Armenian organizations in order to shorten the heroin supply line from Central
Asia. However, both expansion and ethnic integration tend to weaken the structure and solidarity
of the traditional ethnic Albanian criminal organizations, and expansion into markets such as
Hungary has brought resistance from groups such as the Russian Solntsevo organization.'*’

Besides narcotics, the routes through Albania also carry large numbers of women for the
illegal sex trade and illegal arms. As in other East European societies, the sex trade is fueled by
the availability of large numbers of women lacking economic prospects at home and seeking
employment in the West. If they become prostitutes, society condemns them if they return to
Albania, and border guards treat them as criminals. Thus, even women who return to Albania
after being smuggled out seek to once again find work in a Western country, because they see no
other choice.'**

The illegal arms trade has been fed by an estimated 550,000 military weapons, nearly 1
billion rounds of ammunition, and 16 million explosive devices that were removed from military
stockpiles during the rioting of 1997. Although only 200,000 of the weapons have been
recovered in the government’s guns-for-money swap programs, in August 2002 the government
abolished the special police unit assigned to collect weapons. Despite urging by international
agencies, and despite the fact that criminal organizations are believed to have gained possession
of a large share of the unaccounted-for equipment, the Albanian parliament has passed no new

national legislation on the subject.'*’

Former Warsaw Pact European Nations

Although Bulgaria, the Czech Republic, Hungary, Poland, Romania, and Slovakia exhibit
significant diversity in domestic conditions hospitable to organized crime and terrorist
organizations, some strong similarities also exist. First, none of these countries is known to have
been a significant host or victim of terrorist organizations. Second, four of the six have been
accepted for membership in the next expansion of the European Union (probably in 2004), and

the remaining two, Bulgaria and Romania, had the status of candidate countries in mid-2003. In

127 Galeotti.

128 Agim Kanani, “Albania: Breaking the Cycle of Prostitution,” Institute for War and Peace Reporting, Balkan
Crisis Report, 19 April 2002. <http://www.iwpr.net>

129 Agim Kanani, “Albania: Cash-for-Guns Plan Misfires,” Institute for War and Peace Reporting report, 4
November 2002. <http://www.iwpr.net>
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November 2002, Bulgaria, Romania, and Slovakia were accepted to join the North Atlantic
Treaty Organization in 2004 (the other three gained membership in 1999). Membership or
candidate status in one or both organizations has been a strong incentive for these countries to
take such measures as strengthening border controls and arms export controls. Border controls
are especially important to reduce trafficking in states bordering the former Soviet Union and the
Balkans. In the 1990s, all six countries sold arms on the world market rather indiscriminately,
having inherited large amounts of surplus military equipment and production capability from the
Warsaw Pact era and experiencing severe economic crises in the painful post-Soviet
readjustment period of the 1990s. Hungary, which played a different role in the defense structure
of the Warsaw Pact alliance,"*® was not left with as large a concentration of arms as the other
five. Although since that time the five principal holders of military equipment have taken
significant steps toward controlling the destination and conditions of such sales, in 2002 most
still had gaps in legislation or enforcement that made them potential source countries for illegal
arms traffickers. Contributing to this situation is the economics of surplus military equipment: to
maintain or destroy such equipment requires large amounts of money, making resale a much
more attractive option. Accordingly, in 2002 the defense ministries of all five nations announced
the availability of large numbers of tanks, artillery systems, and smaller weapons."' Such

availability has led inevitably to illegal arms transactions.

Bulgaria

Like other states emerging from communist dictatorship in the early 1990s, Bulgaria
experienced rampant corruption and organized crime in the first half of that decade. Declining
economic conditions combined with a class of powerful former communist officials and weak
domestic law enforcement and civil institutions to allow a deluge of narcotics and arms
smuggling, money laundering, and other forms of criminal activity. Lax law enforcement
encouraged the formation of organized crime groups. Based on Bulgaria’s very close relations

with the Soviet Union, the post-Soviet connection with Russian criminal groups has been

130 Stephen R. Burant, ed., Hungary: A Country Study (Washington, D.C.: GPO, 1990), 236.
! Human Rights Watch, “Arms Trade, Human Rights, and European Union Enlargement: The Record of Candidate
Countries,” 8 October 2002. <http://www.hrw.org>
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especially strong.'*? Government corruption, which was a key element in the growth of criminal
activity in the early and mid-1990s, has decreased somewhat in recent years. Transparency
International’s 2002 Corruption Perception Index placed Bulgaria 45" among the 102 nations
evaluated, marginally higher than the previous rating.'* The 2002 corruption index of the U.S.
Agency for International Development rated corruption in Bulgaria as unchanged from the
previous evaluation.'**

Wars and ensuing sanctions in the nearby former Socialist Federal Republic of
Yugoslavia provided opportunities for smuggling fuel, arms, cigarettes, alcohol, and stolen cars
from Bulgaria into Yugoslavia. Aided by the non-existence of financial laws, groups laundered
money by fictitious investments in a variety of offshore firms, including banks. Laundered
money often returned to Bulgaria in investments in privatized state enterprises. By the late
1990s, Bulgaria’s aspirations to membership in West European organizations promoted stricter
law enforcement, including stronger border controls and cooperation with international law
enforcement agencies. However, Bulgaria’s geographic position, its close cultural affinity with
Russia, and remaining gaps in law enforcement have promoted a more sophisticated but still
widespread range of organized criminal activities, most of which have a significant transnational
component.'*’

Security analyst Elizabeth Konstantinova describes transnational crime in Bulgaria thus:
“Over the past decade organized crime networks in the country have evolved as an essential link
supporting global criminal groups operating the Balkan transit route for smuggling drugs from
Asia to the European Union. Their activities have increasingly extended into areas affecting
domestic and regional security, namely illicit traffic of human beings, money laundering, and
arms smuggling.”'*

Many of those activities involve cooperation with international crime organizations.

According to Deputy Minister of the Interior Boiko Kotzev, “Bulgarian organized crime groups

mostly serve as auxiliary units to powerful Turkish and Albanian networks, which dominate the

132 Elizabeth Konstantinovna, “Bulgarian Gangs Provide Key Link in European Trafficking Chain,” Jane’s
Intelligence Report, 1 November 2002; and Robert Kaplan, “Crime and Democracy in Bulgaria,” The Globalist, 23
June 2001 <http://www.theglobalist.com>

13 Balkan Times, 29 August 2002 <http://www.balkantimes.com>

13 Southeast European Legal Development Initiative, “Corruption Indexes: Regional Corruption Monitoring in
Albania, Bosnia and Herzegovina, Bulgaria, Croatia, Macedonia, Romania, and Yugoslavia,” April 2002, 14.

1% K onstantinova.

13 K onstantinova.
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drug traffic from Asia and Afghanistan through the Balkans into the EU.”"*’ Bulgarian groups
also are known to cooperate with criminal networks from the former Yugoslavia, Ukraine,
Russia, Greece, Italy, the Czech Republic, Germany, Spain, Norway, and Brazil in smuggling
narcotics, arms, cigarettes, alcohol, and people as well as the sexual exploitation industry,
counterfeiting, and credit card fraud. For narcotics traffic, Bulgaria is the shortest route between
the Black Sea and the republics of the former Yugoslavia. In trafficking operations, Bulgarian
groups usually are limited to domestic activities.'*®

In the 1990s, Russian narcotics groups cultivated some markets in Bulgaria, but their
main goal was control of the transit routes via Bulgaria toward the West, which carry as much as
90 percent of the heroin passing from Turkey to the West. That dominant position has been
disturbed by turf struggles and the commitment of the Bulgarian government to dislodge Russian
organized crime from Bulgarian soil."* However, it is likely that domestic criminal groups such
as the Security Insurance Company and the Power Insurance Company (whose names derive
from the term that protection rackets adopted to conceal their true activities from government
investigation in the 1990s),'*’ have maintained their traditional close connections with their
Russian equivalents. Those “companies,” which in the 1990s were the two largest criminal
groups in Bulgaria,141 have declined in power in recent years.

Although the domestic demand for drugs is relatively small, illicit Bulgarian laboratories
have begun manufacturing synthetic drugs. Materials for such production are readily available
from the country’s well developed pharmaceuticals industry. Some of the laboratories discovered
by authorities were run by Arabs, indicating a connection with markets in the Middle East.'*?

Experts rate trafficking in women as the second most profitable activity of Bulgarian
organized crime groups, next to narcotics trafficking. The same geographical factors promote all
forms of smuggling in Bulgaria. Efforts to curtail trafficking have been hampered by limited
resources, the complicity of law and government officials in trafficking operations, and the lack

of a specific law prohibiting trafficking in humans. In 2002 the Bulgarian government considered

7 Quoted in Konstantinovna.

1% K onstantinovna.

9 «“Drug War for $1.2 Billion,” Trud [Sofia], 6 February 2001 (FBIS Document EUP20010206000047).

19 Jovo Nikolov, “Crime and Corruption After Communism: Organized Crime in Bulgaria,” East European
Constitutional Review, 6, no. 4 (Fall 1997). <http://www.law.nyu.edu/eecr/vol6num4/feature/organizedcrime.htm>
4! Denis Ryabtsev, interview with Emanuil Yordanov, minister of the interior of Bulgaria, Segodnya [Moscow], 6
December 2000 (FBIS Document CEP20001206000268).

12 K onstantinovna.
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establishing a national committee to establish policy on human trafficking.'*’

However, in April
2003 a report by the U.S. Agency for International Development stated that the Bulgarian
government had no trafficking prevention programs.'* The IOM continues its trafficking
awareness campaign that began in 2000. The capacity of the Bulgarian public institutions in the
area of trafficking in persons is still weak, the inter-agency coordination and the cooperation
with the non-governmental sector is in its initial stage. The governmental
institutions and non-governmental entities on central and local levels require support in terms of
technical expertise and funding. In the meantime, the government has not provided direct
protection to victims of trafficking, and convictions under existing laws have been few. Women
originating in Bulgaria or transited through Bulgaria most often go to France, Spain, the
Netherlands, and Greece. In 2001 and 2002, authorities uncovered a total of 48 organized crime
groups trafficking in women or involved in coercive prostitution. As Bulgaria’s tourist industry
grows, the country is gradually becoming a destination point as well as a source for these
activities. Bulgarian authorities expect that the country’s location will increase connections with
international trafficking lines.'* In 2002, improved controls on Romania’s eastern border forced
the flow of human trafficking southward, to the border between Bulgaria and Romania, which in
July 2002 was described as an “uncontrolled territory.” The main concentration of illegal
movement was the Lom region of northwestern Bulgaria, where trafficking groups were able to
cross the Danube into Romania with ease.'*®

Foreign and Bulgarian criminal groups also take advantage of Bulgaria’s location to
move stolen vehicles from Western Europe (especially Spain and Germany) to Turkey, Greece,
Albania, and Macedonia, as well as across the Black Sea into Ukraine, Russia, and Georgia. An
elaborate system of Bulgarian “chop shops” removes vehicle identifications. Some vehicles are
resold in Bulgaria.'*’

Other large-scale organized criminal activities are currency counterfeiting and compact
disc (CD) piracy. In 2000-01, authorities discovered five counterfeit printing shops in which

counterfeiting rings were manufacturing United States, German, and Greek currency and false

143 Report from Bulgarian Press Agency (BTA), 15 August 2002 (FBIS Document EUP20020815000210).

144 U.S. Agency for International Development, “Combating Human Trafficking in Bulgaria,” 25 April 2003.
<http://www.usembassy.bg/prog/aps.htm>

143 U.S. Department of State, Trafficking in Persons Report, June 2002. <http://www.state.gov/g/tip/rls/tiprpt/2002>
146 Report in Adevarul [Bucharest], 25 July 2002 (FBIS Document EUP20020725000182).

147 Konstantinova.
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credit cards. In 1997 international watchdog organizations threatened to blacklist Bulgaria
because of the huge volume of pirated CDs that were emanating from that country as a result of
weak commercial copyright laws and lax law enforcement. Although the blacklist threat brought
stricter enforcement and some operations moved to “greener pastures” in republics of the former
Soviet Union, in 2001 authorities confiscated 188,000 pirated CDs. That volume indicates that
Bulgaria is not yet able to control this form of commercial crime.'**

Bulgaria’s defense industry, a major source of arms and ammunition in the Soviet era,
continues to manufacture assault rifles and guided weapons systems. Bulgaria also has an
estimated 700 each of surplus tanks, artillery pieces, and armored personnel carriers and 160,000
tons of ammunition, all remaining from the Soviet era. In recent years, Bulgarian authorities
have identified 29 criminal groups using these stocks to participate in the international illegal
arms trade. Although arms export controls have been improved gradually since the mid-1990s, in
recent years large amounts of illegally shipped weapons and ammunition and 25 containers of
radioactive substances have been confiscated.'” In mid-2002, new arms trade legislation failed
to establish mandatory minimum export criteria, improve transparency in arms transactions, or
provide for destruction rather than resale of surplus weapons.'° In part, a shortage of financial
resources explains Bulgaria’s failure to destroy surplus heavy conventional arms because it lacks
financial resources. In mid-2002, the Bulgarian government reported the intention to export
nearly 200 large-caliber artillery systems.'”!

In the late 1990s, Bulgaria passed money-laundering legislation in recognition of the
vulnerability of its financial system to the laundering of illegal money from narcotics sales and
commercial crimes. However, in 2000 the Financial Action Task Force of the Organisation for
Economic Coordination and Development found that the new legislation had significant
loopholes such as the lack of coverage of negligent laundering, the inability to enforce foreign

confiscation orders, and the inability to try a legal entity for laundering.'** In early 2002, a

18 K onstantinova.

149 Konstantinova and International Action Network on Small Arms, “Central and Eastern Europe Remains
Important Source and Transit Route for Arms: Country Analysis.” <http://www.saferworld.org.uk>

" Human Rights Watch, “Arms Trade, Human Rights, and European Union Enlargement: The Record of Candidate
Countries.”

! Human Rights Watch, “Arms Trade, Human Rights, and European Union Enlargement: The Record of Candidate
Countries.”

12 Organisation for Economic Cooperation and Development, Financial Action Task Force on Money Laundering,
“Members and Observers, PC-R-EV Committee.” <http://www1.oecd.org/fatf>
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corruption index found that corruption was continuing to spread in Bulgaria at the same rate as it
had in the 1990s, mainly because of socio-economic factors and the low legitimacy of the state in
the view of the public.'*

Beginning in 1997, Bulgaria joined international and regional efforts such as the
Southeast European Cooperative Initiative (SECI), which is aimed at reducing illegal trafficking
in women. In 2002 the SECI established a regional center to combat various types of cross-
border crime. The government of Prime Minister Simeon Saxe-Coburg has passed legislation
criminalizing bribery, participation in criminal groups, and money laundering.'>* However, as in
other countries in the region, the efficacy of those laws will depend on the resources and training

available to enforcement agencies.

The Czech Republic

The Czech Republic’s arms trade legislation has left the country vulnerable to some
trafficking in illegal weapons. According to Czech intelligence sources, arms traffickers have
moved illegal shipments through the Czech Republic by submitting false documents and by
obtaining licenses in partnership with legitimate arms companies.'>> Economic crime and
corruption also have grown substantially in recent years. According to a federal authority,
instances of bribe taking by public officials increased from 6 in 1993 to 53 in 2000."® In mid-
2002, the European-Czech Forum, a multinational business watchdog agency, called for drastic
reform of the Czech Republic’s judicial and regulatory procedures in order to reduce economic
crime. Public attention focused on corruption at that time because a former Foreign Ministry

official confessed to collecting bribes from companies seeking contracts from the ministry."’

133 Southeast European Legal Development Initiative.

13 K onstantinova.

'3 Human Rights Watch, “Arms Trade, Human Rights, and European Union Enlargement: The Record of Candidate
Countries.”

13 «“Top Attorney Calls for Radical Solution to Widespread Corruption,” RFE/RL Crime and Corruption Watch, 2,
no. 13 (4 April 2002). <http://www.rferl/corruptionwatch>

137 «Suspected Accomplice Says She Spent Years Collecting Bribes Related to Ministry Contracts,” RFE/RL Crime
and Corruption Watch, 2, no. 27 (27 July 2002). <http://www.rferl/corruptionwatch>
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Hungary

In the past decade, organized crime has concentrated in Hungary because of that
country’s fast-growing commercial ties with the West, its well-developed transportation and
communications infrastructure, and its geographical location in the center of Europe. In a 2001
report, Jane'’s Intelligence Review estimated that 160 to 180 criminal organizations were active
in Hungary, with particular concentration in Budapest. At that time, organized crime controlled
an estimated 60 percent of Hungarian enterprises, including major financial institutions. These
organizations, which participate in a wide variety of criminal activities, often have links with
groups in Russia, for whom Hungary has been a vital connection with the West. In 2000 the
activities of the Russian Solntsevo group reportedly increased in Hungary, and Semen
Mogil’yevich, head of the rival Russian Solomon group, is known to have pursued various
business and smuggling activities from Budapest in recent years.'>® The recent influx of foreign
groups has caused considerable instability and violence in Hungary’s criminal underworld, while
diminishing the ethnic homogeneity of individual criminal operations.">

Hungary is the next step after Bulgaria and Romania on the main narcotics route from
Southwest Asia to Western Europe. According to Interpol, in 2000 Hungary had the third-largest
amount of transited narcotics in the world; as many as 64 groups were involved in this traffic. In
2000 the Hungarian Customs Authority reported sharp increases in seizures of heroin, marijuana,
hashish, and opium.'® In September 2002, Hungarian authorities uncovered a very large
operation smuggling cocaine from Columbia, allegedly run by a Hungarian-Italian company

based in Italy.'®!

Hungary also has been an important transit country for the smuggling of arms,
vehicles, and stolen works of art. In the 1990s, conflicts in Yugoslavia increased the smuggling
of arms.

Hungary is both a destination and a transit country for illegally trafficked migrants as
well as women moving into the sex industries of Austria, Germany, Spain, the Netherlands, Italy,

France, Switzerland, and the United States. The main source countries for such women are

¥ Daga Matejickova, “Ivan I. Misko on His Contacts with S. Mogilyevich, Strong Man of the Ukrainian Mafia in
the World,” SME [Bratislava], 11 January 2000 (FBIS Document FTS20000115000458).

1% Kelly Hignett, “Hungary Takes On the Mafia,” Jane's Intelligence Review, 1 January 2001.

1 Hignett.

161 “Major Busts Made by Hungarians, Russians, Romanians,” RFE/RL Crime and Corruption Watch, 2, no. 35 (4
October 2002). <http://www.rferl.org/corruptionwatch/2002>
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Romania, Ukraine, Moldova, Poland, Yugoslavia, and China. Hungary has not actively
prosecuted traffickers, although anti-trafficking laws exist. Police in eastern Hungary, the entry
area for a high percentage of such traffic, are not well equipped to deter traffickers, and police
reportedly treat individual victims as criminals.'®

The relative success of Hungary’s economic liberalization in the 1990s has combined
with the secrecy provided by Hungary’s banking laws to promote money-laundering activities.
The scale of those activities has increased with the scale of illegal trafficking and other activities,
particularly those of Russian groups. In 1999 and 2000, Hungarian financial institutions were
implicated in two major international money- laundering schemes.'® Money laundering has been
promoted by the fact that luxury cars and real estate often are purchased with cash in what still is
largely a cash-based economy. Hungary’s 2,000 bureaus of exchange also have been vulnerable
to money laundering because such institutions (and all other enterprises in Hungary’s non-
financial sectors) have not been monitored for such activity. Until legislation stopped the practice
in 2002, anonymous savings passbooks were permitted for Hungarian citizens and foreign
nationals.'®* Following the passage of major new money laundering legislation in November
2001, Hungary was removed from the Organization for Economic Cooperation and Development

(OECD)’s list of noncompliant countries in mid-2002.'%

Poland

According to a 2002 estimate, 80 percent of the 13.5 million people who cross Poland’s
eastern borders with Belarus and Ukraine annually are engaged in some form of smuggling. This
regular process mainly moves illegal alcohol, cigarettes, and migrants into Biatystok and other
urban centers of eastern Poland. In 2000 this activity cost Poland an estimated US$4 billion in
revenue. In 2001 the amount of smuggled goods doubled and confiscated narcotics increased by
a factor of ten; in mid-2002, Polish authorities again reported substantial increases in illegal

166

immigration and smuggling across the Poland-Ukraine border. ™ Poland also is a transit country

192 U.S. Department of State, Trafficking in Persons Report 2002.

19 Hignett.

1% Ulrika Lomas, “Hungary Bans Anonymous Accounts in Response to FATF Listing,” Tax-News.com [Brussels], 3
September 2001. <http://www.tax-news.com/asp/story/story_print.asp?/storyname=5188>

1951.S. Department of State, International Information Programs, “Hungary, Israel Removed from Money
Laundering Blacklist,” report of 21 June 2002. <http://usinfo.state.gov/topical/econ/mlc/02062101.htm>

1% Report from UTI Television, Kiev, 12 July 2002 (FBIS Document CEP20020713000058).
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for illegal trafficking in women, most of whom come from the former Soviet Union, Bulgaria,
and Romania. Local police corruption is a major contributing factor to domestic prostitution,
especially in the western province of Zielona Gora.'®’

Lax controls on Poland’s eastern border also are a factor in the presence in Poland of
numerous criminal gangs from Belarus and Russia, which are able to maintain connections with
their homeland. Local conditions in Warsaw have enabled Polish gangs to establish relations
with and protect such groups. According to a 2002 report, several important Russian gang
leaders smuggle narcotics and vehicles and launder large amounts of money through real estate

. . 168
transactions in Warsaw.

In December 2002, the Ministry of Finance estimated that between
US$1.5 billion and US$8 billion of illegal profits from narcotics, theft, prostitution, gambling,
and trafficking in persons is laundered in Poland annually. Poor cooperation from financial
institutions, insufficient police resources, and legal restrictions on dissemination of information
by prosecutors have hindered enforcement of Poland’s money-laundering laws, which
theoretically comply with European standards.'®

An important factor supporting this activity is that, in support of an informal “central
European community,” which includes the Baltic states, Belarus, and Ukraine, Poland requires
no entry visas. That situation will change in July 2003, when Poland plans to begin requiring
visas in preparation for its entry into the European Union in 2004.'7° Another factor in the
porosity of the eastern border has been the use of as many as 3,000 conscripts in the Border

.7
Guard Service.

Romania

Trafficking in migrants and women is a major activity of transnational criminal groups
active in Romania. Romania lies on the natural westward route of refugees from Afghanistan,

Iraq, and other eastern points of origin. The Romanian Border Police identify two trafficking

197 United Nations, Office for Drug Control and Crime Prevention, “The Case of Poland,” 1 October 2002
<http://www.undcp.org>

198 Rafal Pasztelanski, “You Should Not Mess Around with “Wolf,” Zycie [Warsaw], 28 August 2002 (FBIS
Document EUP20020830000246).

199 «“poland: Country Used to Launder Large Amounts of Money,” RFE/RL Crime and Corruption Watch, 2, no. 41
(3 December 2002). <http://www.rferl.org/corruptionwatch>

170 Bernard Osser, “In the East, Specter of Another Iron Curtain,” Le Figaro [Paris], 8 March 2002 (FBIS Document
EUP20020310000003).
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routes. The first, used mainly by Iraqis, passes from Turkey into Romania via Bulgaria. Migrants
then use neighboring Hungary as the transit point to enter the European Union countries. The
second route is used primarily by Afghan and African migrants, who fly to Moscow, then enter
Romania via Moldova or Ukraine. Faulty border controls are a major factor in illegal trafficking:
parts of Romania’s border are not well patrolled, and the Border Police have not cooperated
effectively with their Bulgarian and Moldovan counterparts.'’?

In 2001 and 2002, Romania improved its compliance with international standards for
eliminating trafficking in persons by improving cooperation with neighboring states and among
domestic agencies and strengthening border security measures. However, the 2002 U.S.
Department of State trafficking report found limitations in the prosecution of public officials
involved in trafficking. Because Romania passed its first law criminalizing trafficking only in
December 2001,'” the enforcement process was not yet fully developed as of the end of 2002.

Romania has been a primary Central European transit point for narcotics arriving from
Turkey along the “Balkan route.” Large amounts of precursor chemicals also travel through
Romania in the other direction, from Western Europe to Turkey. The narcotics divisions of
Romania’s law enforcement have not been sufficient to deal with this movement, and the main
anti-narcotics agency, the Directorate for Combating Organized Crime and Anti-Drug
Operations, has itself been implicated in the drug trade. The low pay of law enforcement officials

remains an incentive for corruption that prevents enforcement of narcotics and other laws.'”*

Slovakia

From the Warsaw Pact era, Slovakia retains substantial research-and-development
capability to produce major weapons.'”” The nation’s arms export controls have a legislative
loophole that inhibits effective monitoring of arms transiting the country; as of 2002, no
government license was required for arms remaining in Slovakia for less than seven days. In

mid-2002, new arms trade legislation failed to correct this loophole and failed to improve the

172 Paul Christian Radu, “Romania Tackles Human Traffickers,” Institute for War and Peace Reporting, Balkan
Crisis Report, no. 9 (9 August 2002). http://www.iwpr.net>

'3 U.S. Department of State, Trafficking in Persons Report 2002.

174 U.S. Department of State, Bureau for International Narcotics and Law Enforcement Affairs.

'3 International Action Network on Small Arms.
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transparency of the arms trade.'”® In recent years, international authorities have observed a
number of questionable arms transfers through Slovakia, including major shipments to Liberia

77 Arms export control will

(as a point of origin) and to Angola (as a transit point from Iran).
become a more important issue in the following decade, as Slovakia’s military modernization
program makes an estimated 200 tanks and 300 armored personnel carriers redundant.'”®

The process of privatizing Slovakia’s economy has resulted in substantial amounts of
economic crime, notably tax evasion, larceny, embezzlement, and fraud. A substantially cash-
based economy, combined with dispersed and non-transparent banking and financial institutions

and casinos, have made Slovakia a hospitable environment for laundering profits from the

narcotics traffic that passes through the country.'”

Nations of the Former Soviet Union
The Baltic States

The Baltic States—Estonia, Latvia, and Lithuania—have similar problems in a number of
areas, including the presence of transnational crime organizations and the domestic conditions
that invite such a presence. However, no major terrorist presence or activities have been
reported. The three countries are located between Russia, home of one of the world’s largest
networks of organized crime, and the West European countries that often are the primary
markets for goods and services sold by transnational crime groups. In the late Soviet period, the
“Baltic Corridor,” which already had existed for many years for both legal and illegal trade,
became an important pathway for an “illegal economic free-for-all as goods and people passed
through from east to west and west to east.”'* By economic necessity, the Baltic states have
continued many of their Soviet-era commercial ties with Russia along their segment of the Baltic

Corridor, inhibiting efforts to curtail illegal traffic on the existing corridor.

'7® Human Rights Watch, “Arms Trade, Human Rights, and European Union Enlargement: The Record of Candidate
Countries.”

"7 Human Rights Watch, “World Report 2002.” <http://www.hrw.org>
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17 Council of Europe, European Committee on Crime Problems, Select Committee of Experts on the Evaluation of
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<http://www/coe.int>

1% paddy Rawlinson, “Russian Organized Crime and the Baltic States: Assessing the Threat,” Centre for
Comparative Criminology and Criminal Justice, Working Paper 38/01, 8.
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Among the republics of the former Soviet Union, the Baltic countries have made the most
progress in eliminating conditions that promote transnational criminal activity. In 1996 the Baltic
countries organized the Task Force on Organized Crime in the Baltic and established crime units
to combat specific types of crime. In 2002 the Task Force continued to evaluate progress, issue
reports, and act as an information clearing-house for the member countries. The most frequent
types of transnational crime in the region have been illegal immigration, vehicle theft, money
laundering, contract murders, narcotics trafficking, and other types of smuggling.'®' In general,
the Baltic states have not had sufficient resources or personnel training to enforce new legislation
dealing with trafficking in human beings or narcotics.'™ As in other parts of Europe,
improvements in financial systems (rapid communications, computer use, and electronic transfer

of funds) have facilitated money laundering in the Baltics.'®

Estonia

According to the U.S. Department of State’s most recent narcotics report, the activity and
international connections of Estonian narcotics traffickers have expanded significantly in recent
years, and domestic demand for narcotics has increased in proportion. The Ministry of Internal
Affairs of Estonia estimated in 2001 that narcotics transit generated 70 percent of the income of
domestic criminal groups, with domestic sales accounting for 30 percent. Although staffing of
police narcotics specialists has increased, the U.S. Department of State reported in 2001 that as
presently constituted the police force was unable to reduce the flow of narcotics or associated
crimes.'® In recent years, Estonian and Russian narcotics groups have gained a firm foothold in
the narcotics markets of Finland, although Estonia’s strict monitoring of its Russian minority has
reduced the Russian presence in this activity. Estonia’s successful prosecution of Russian crime
bosses Boris Malinovskiy and Nikolay Bleskov in 1996 was the first stage of this process.'™

Experts predict that Estonia’s imminent membership in the European Union will intensify

'8! Jan K. Collins, “Doing Business in the Baltic.” <http://research.moore.sc.edu/Research>
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Valkenburg, eds., Cross-Border Crime in a Changing Europe (Huntington, New York: Nova Science Publishers,
2001), 187.
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interdiction of the smuggling of items such as cigarettes and liquor, which authorities often have
ignored. Smuggling of those commodities has been concentrated in Estonia’s coastal islands,
which present a difficult target for enforcement.

The manufacture of amphetamines and methamphetamines now constitutes the majority
of Estonia’s illegal narcotics trade. The Finnish market, where most of this production is sold, is
promoted by the price differential between Estonia and Finland and the large numbers of Finnish
tourists in Estonia. As the Russian presence has receded, Estonian criminal groups have
established new links with groups in Finland and in South America.'® Some narcotics traffickers
eventually expanded their activities to include trafficking in human beings. That form of
trafficking most often brings people from Russia to Scandinavian countries; the main organizers
of such activity have been Scandinavians rather than Estonians.'®’ This activity took advantage
of the failure of Estonian law to cover specifically trafficking in persons. Although Estonia had
upgraded its legislation by 1999, trafficking continued in 2002.

Beginning in the late 1990s, organized economic crime expanded in Estonia as new
activities such as a black market in mobile telephones emerged. The activities of remaining
Russian groups concentrated on racketeering, theft, vehicle trade, and violent crime as domestic
groups delved into the profitable new areas in addition to narcotics trafficking. In the late 1990s,
organized crime also moved into the real estate industry, taking advantage of corruption among
municipal officials to gain large profits on bogus transactions that sometimes also involve money
laundering."® Some Finnish and Swedish groups also are active in the production and trafficking

of narcotics and the recruiting of prostitutes.189

Latvia

The chaos that followed Latvia’s independence in 1991 saw the development of
especially strong relations between Latvian and Russian crime groups, in part because Latvia had

the largest Russian minority population of the three Baltic states. The leading criminal

'% Patricia Rawlinson.

87 Firi Mois, “Organized Crime and Illegal Immigration in Estonia,” speech to 14™ session of Baltic Assembly,
May 27, 1999. <http://www.baltsam.org/activity/documents>

' Mois.

'8 University of Exeter, Department of Politics “Organised Crime in Estonia,” 2001.
<http://www.ex.ac.uk/politics/pol_data/undergrad/jaakko/caseestonia>
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associations that appeared in Latvia in the 1990s were based on athletic clubs, as were some of
the contemporaneous Russian groups (see Russia). Russian leaders of major Latvian groups
include Ivan Kharitonov (now in prison) and Boris Raygorodskiy, who retained close contact

10 Relations between the Latvian and Russian groups were

with their counterparts in Russia.
especially evident in Riga, the regional financial center, where Russian crime leaders such as
Aleksandr Lavent and Vladimir Leskov became dominant figures in Latvia’s developing
financial system."”!

In the first post-Soviet years, a major activity of organized crime was the smuggling of
precious metals from Russia through Estonia to the West, in what became known as Estonia’s
“Metal Age.” Some of the trafficking lines from that era remain in existence, and the smuggling
of narcotics, alcohol, and other illegal and highly taxed items remains a central part of Estonia’s

%2 In the 1990s, organized crime in Latvia moved into more

organized crime activity.
“businesslike” activities such as banking, and the protection rackets that had flourished under
Russian leadership in the early 1990s evolved into private security agencies. In the mid-1990s,
the U.S. Department of State characterized Latvia’s banking system as vulnerable to the
laundering of narcotics money. The reasons for this evaluation were the lack of money
laundering legislation, the absence of strict banking accountability, the lack of currency reporting
requirements, and the loose regulations under which many of Latvia’s banks had been
founded.'”® Some of those problems have been addressed in subsequent years.

The thriving post-Soviet black market spawned high levels of official graft. The United
States considered high levels of corruption in Latvia’s government and security forces a

194
% In

substantial obstacle to sharing security information with this prospective NATO member.
2000-02, under pressure from the public and from West European multinational institutions to
reduce corruption and conflicts of interest among government officials, the Latvian government
passed significant legislation on those subjects. In November 2001, the chair of Transparency

International’s Latvian branch rated that legislation as meeting the West European standard.

1% paddy Rawlinson, 16.

1 paddy Rawlinson, 14.
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B Us. Department of State, Bureau for International Narcotics and Law Enforcement Affairs, International
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However, she also noted that the laws had not yet been implemented and that Latvia still needed
laws requiring political parties to report donations.'” In Transparency International’s 2002
Corruption Perceptions Index, Latvia was rated 52d out of 102 countries evaluated.'*® Reporting
on legislative developments, Latvian journalist Valts Kalnins has observed that the new laws
leave significant loopholes and that Latvia still has no effective law against money laundering.
Kalnins noted that Latvia has no institutional experience in the control and investigation of such
crimes; corrupt officials have been apprehended in a haphazard way, mainly at lower levels of
responsibility. Conflict-of-interest legislation does not specify precisely what actions by a
government official constitute a conflict of interest.'”’

In controlling money laundering, Latvia currently has no organized accounting system by
which to compare previously existing assets with current assets. Authorities have not enforced
existing legislation that prohibits the establishment of anonymous bank accounts, and Latvia has

198

no legislation against negligent laundering.” ™ Fully anonymous accounts are illegal, but

numbered accounts, which can substantially reduce access to suspicious transactions, are legal.'”
A report on Latvia by the Council of Europe’s Anti-Corruption Group found, except for the
Security Police, “nothing to suggest that complex police methods are being used. It appeared that
there is a lack of imagination and officially organized training in the fight against corruption.”*”
Another 2001 Council of Europe report faulted Latvia for insufficient reporting requirements for
banks and exchange houses. In 2001 the head of the Environmental State Inspectorate, the
deputy chief of the economic police, 12 police officers, 2 border guards, and 14 employees of the
Ministry of Interior were arrested for accepting bribes.*!

International narcotics officials have identified Latvia as primarily a narcotics transit

country, although the production of synthetic illicit drugs increased in the 1990s. As in the other
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Baltic states, transit activity increased in the 1990s as the “Balkan route” was disrupted by war.
Latvian and Russian groups have primarily carried out that transit. In recent years, the Solntsevo
group, one of Russia’s largest criminal organizations, has increased its activity in Latvia.”’* The
general trafficking route extends from Central Asia, through Russia and Belarus, then through
the Baltic States into Scandinavia. Most of Latvia’s narcotics trafficking is done by organized
crime groups that began with cigarette and alcohol smuggling, although recently some groups
have specialized in narcotics. Although the volume of trafficking is small compared with larger
European countries, it has increased significantly in recent years; in 2000 and 2001, the annual
volume of large narcotics interdictions doubled compared with the volumes of previous years.””?
Cooperation between Latvia’s Ministry of Finance and the Ministry of Interior, the two
agencies responsible for narcotics control at the borders, has not been effective at the working
level. Coordination with the other Baltic states also is weak. The resource base (human, material,
and financial) for customs inspections is not adequate to overcome the sophisticated concealment
methods used by today’s narcotics traffickers. Inspectors limit their searches of potential drug-
containing vehicles because they fear being held responsible for damage. Latvian border
authorities continue to emphasize inspection for smuggled taxable items such as cigarettes and

alcohol.2™*

Nevertheless, the weaknesses in border control have promoted the smuggling of
counterfeit goods, particularly cigarettes, through Latvia and to the West. In December 2001,
authorities destroyed 25 million fake cigarettes that had been confiscated by customs police.*”
In recent years, Latvia’s roles as a source and transit country for trafficking in prostitutes
to Scandinavia and Western Europe have increased as domestic groups have established links
with international systems trafficking in women. As of mid-2002, Latvia did not have a
comprehensive law against trafficking in humans, although trafficking for sexual exploitation is
illegal. According to Interpol, prostitutes on the Latvian route also become involved in money

. .. . 206
laundering, document counterfeiting, and narcotics sales.
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Lithuania

Like Estonia and Latvia, Lithuania underwent a strong wave of organized crime in the
chaotic years following the dissolution of the Soviet Union. In 1993 an estimated 30 criminal
groups in Lithuania had international links. Despite Lithuania’s relatively small Russian
minority, Russian groups were very active during the early 1990s. Lithuania’s proximity to
Kaliningrad, a Russian enclave designated as a depository for superfluous military equipment,
made it a center of illegal arms smuggling by Russian groups, which also armed themselves from
that source. Although the Vilnius Brigade, run by a Georgian, was the most powerful group in
Lithuania until 1995, indigenous groups generally have dominated organized crime from the year
of independence.*’” In the late 1990s, Lithuanian organized crime followed the pattern of that in
Estonia and Latvia, moving into quasi-legitimate ventures in business and finance while
maintaining a strong interest in profitable trafficking operations. The alleged financing of hotels
in Vilnius by cocaine deals with Columbian dealers is an example of the recent blending of
illegal and legal activities.”™

Lithuanian criminal groups move narcotics into Western Europe from domestic
laboratories and from Central and South America, and Lithuania is a transit point on a number of
other routes. Poppy straw moves through Lithuania from Central Asia to Latvia and Kaliningrad.
Heroin from Afghanistan crosses the Russian and Ukrainian borders on its way to Scandinavia.
South and Central American cocaine arrives in Lithuania via Germany and the Netherlands.
Amphetamines are produced domestically and also are imported from Poland and the
Netherlands. Marijuana arrives from a number of foreign points.*”” The volume of such imports
has been increasing since 1995. Some narcotics traffickers also collaborate with stolen vehicle
smugglers, using the same routes and at times concealing drugs within the vehicles.*"

Money laundering, a financial tool of the groups involved in a variety of crimes, also has
appeared in Lithuania. Although Lithuania began efforts to improve money laundering

legislation in the 1990s, an assessment by the European Union in late 2001 found that those
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efforts had only succeeded in part.*'!

212

In 2002 new amendments were passed to the basic money
laundering law of 1997.
Trafficking in human beings, which was a major problem in Lithuania in the mid-1990s,
decreased sharply with the introduction of stricter border procedures in the late 1990s; the
European Union has praised the efficacy of legislation on visas, border controls, and
immigration.”"? However, the salaries of border guards, which remain very low, still make such
individuals vulnerable to bribes, especially if and when a wave of emigration occurs abroad. In
mid-2002, one incident of attempted smuggling of radioactive materials occurred in Lithuania.
One kilogram of cesium-137 was seized after having been brought into Lithuania from an
undisclosed country in the former Soviet Union. The potential buyer was identified as a German
with likely connections to organized crime. Lithuanian authorities discovered several similar

smuggling efforts in the mid-1990s.*'*

Belarus

The state of the national economy has been an important factor in promoting organized
crime in Belarus. Because Belarus has not passed through the rigors of conversion from a
communist to a market economy (government policy has maintained state control of most
production resources), privatization has not been a significant source of corruption. However, the
overall poverty of the economy has stimulated various types of domestic criminal activity and
cooperation with transnational groups. The standard of living has declined significantly since
Belarus emerged from the collapse of the Soviet Union in 1991; in 2000 that standard was
estimated to be four to five times lower than that of the Russian Federation.”'> Although accurate
unemployment figures are not available, it is known that the economy has contracted rather than

expanded in recent years.

' European Union, “Activities of the European Union, Summaries of Legislation,” 1 February 2002.
<http://europa.eu.int>

?12 Lithuania, Ministry of the Interior, Financial Crime Investigative Service, “Money Laundering Prevention: Legal
Acts.” <http://www.fntt.1t/eng/mlp>

13 <L jthuania.”

214 Roman Kupchinsky, “Cesium Sale Thwarted in Lithuania,” RFE/RL Crime and Corruption Watch, 2, no. 22 (6
June 2002). <http://www.rferl.org/corruptionwatch/2002>

25 1 arissa G. Titarenko, “The Walls That Have Yet to Fall: Belarus as a Mirror of CIS Transition,”
Demokratizatsiya, 8, no. 2 (Spring 2000): 232-33.
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Belarus is an important country of origin and transit of women and children for sexual
exploitation to Russia, Ukraine, Lithuania, Germany, Israel, Poland, the Czech Republic, Turkey,
Cyprus, Greece, Hungary, and Yugoslavia. Russian mafia groups have been especially active in
trafficking Belarusian women.?'® Although the criminal code of 2001 criminalizes trafficking
and sexual exploitation, the Belarusian judiciary has prosecuted few cases under that law. Law
enforcement agencies receive no specific training in trafficking, and corruption has blocked
criminal investigations. Border controls do not effectively prevent trafficking into neighboring
countries, and cultural biases reduce the chances of a female victim receiving a fair hearing.*"’

Belarus is susceptible to Russian organized crime activities because of its geographical
position adjacent to northwestern Russia (an area where criminal activity is concentrated),
because bilateral agreements with Russia call for lax border security, and because of domestic
institutional failure. In 1998 Chechen organized crime groups appeared in Belarus as large
numbers of refugees arrived from Chechnya, many of them illegally. Those groups have been
implicated in east-to-west narcotics trafficking through Belarus. In rivalries between Chechen
and Slavic crime groups within Belarus, the Chechens have had the advantage because of greater
ethnic cohesion. Chechens who arrived in Belarus after the 1996 armistice between the Republic
of Chechnya and Russia tended away from “ordinary” crime such as narcotics trafficking and
toward businesses with legal fronts. Chechens have been involved in laundering profits from
illegal activities in Belarus and sending the money to Chechnya or to European banks.*'®

Since the mid-1990s, close ties with Russia have made Belarus a major exporter of illegal
arms, although Belarus has almost no domestic arms industry. Large amounts of those exports
are believed to have reached forbidden customers such as Iraq, Iran, the Pakistani armed forces
in Kashmir, and terrorist bases in Sudan. Experts believe that Belarus exhausted its supply of
Soviet-era military supplies in 1997, after which time it has used more modern weapons from
Russia to maintain its arms export activity. Illegal export deals apparently proliferate because

they have the approval of the Belarusian government. For the Russian arms industry, Belarus is a

?18 International League for Human Rights, “Belarus Update,” 2, no. 42 (October 2001). <http://www.ilhr.org>
2'7U.S. Department of State, Trafficking in Persons Report 2002.

¥ Sergey Anisko, “Belarusian Chechens Display Patriotism: Local Power Departments Claim That Chechen
Mafiya Sends Half the Money It Earns to the Homeland,” Segodnya [Moscow], 12 January 1998, 7 (FBIS
Document FTS19980113001126).
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convenient and willing intermediary for products to reach wealthy but “politically incorrect”
customers.”"’

Official corruption has been an ongoing problem in Belarus. A 1999 European Study on
Values identified Belarusians as the Europeans most tolerant of corruption.”® Although the lack
of market reforms has minimized privatization-related economic corruption, bribery of
government officials is a regular occurrence. The agencies most often bribed are the customs
service, border patrol, road and tax inspectorates, and providers of official documents and

. 221
licenses.

The Caucasus Republics

Because of its geographic position between the major narcotics producing region of the
Golden Crescent (Afghanistan and Pakistan) and the major narcotics markets in Russia and
Europe, the Caucasus region has become an important narcotics corridor. Georgia’s location on
the southern border of the Russian Federation’s insurgent Republic of Chechnya-Ichkeria has
made Georgia’s northern territory a base for Chechen rebel forces, estimates of whose size have
varied widely. An additional factor is the weakness of post-Soviet law enforcement agencies in
Armenia, Azerbaijan, and Georgia. Armenia, slightly to the southwest of the main narcotics
routes, has had the least exposure to narcotics traffic. However, Azerbaijan’s southern neighbor,
Iran, has established an effective anti-trafficking regime that has pushed narcotics routes
northward into Azerbaijan, where corruption has invited such activity. Georgia, which is
experiencing a collapse of law enforcement, the Chechen civil war on its northern border, an
alarming rate of official corruption, and effective loss of control of large sectors of its national
territory to separatist movements, has provided traffickers the most favorable conditions of the
three countries. Armenian and Azerbaijani officials have warned that narcotics activity will

increase significantly in their countries if effective interdiction measures are not taken.

219 Natalya Khmelik, “Military Bookends,” Sovershenno Sekretno [Moscow], 1 August 2002 (FBIS Document
CEP20020813000393).

220 «Government Publishes Report on Widespread Corruption in Slovakia,” TASR [Bratislava], 8 September 2002
(FBIS Document EUP20020908000132).

22! International League for Human Rights, “Belarus Update.”
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Armenia

The U.S. Department of State has identified Armenia as a source country for the
trafficking of women for sexual exploitation to Germany, Greece, Russia, Turkey, and the
United Arab Emirates. Armenia has no specific law against such trafficking and, according to the

Department of State report, “is not making significant efforts” to eliminate trafficking.”**

Despite
the country’s location along the traditional narcotics route from Asia to Europe and poor funding
for anti-narcotics enforcement personnel, narcotics trafficking through Armenia has been
minimized by the closure of borders with Azerbaijan and Turkey as a result of the Nagorno-
Karabakh conflict. Most of the drugs that enter the country come instead through Georgia.**

A 2002 public opinion poll sponsored by the Organization for Security and Cooperation
in Europe (OSCE) showed that more than 90 percent of Armenians believe that corruption is a
serious problem, and that most people identify the government as the main source. Poor law
enforcement and insufficient legislation and regulations were the proximate causes most
frequently cited.”** In 2002 the Armenian Center for National and International Studies noted
that the current culture of government service in Armenia places a higher priority on personal
gain than on public service, and that Armenia’s civic culture does not encourage public criticism
of unethical conduct.”* Regional expert Richard Giragosian finds a source of corruption in the
political environment, noting of President Robert Kocharian, ... his [Kocharian’s] reliance on
the backing of the country’s oligarchs has hindered any real crackdown on corruption, a long-
overdue move essential to Armenia’s stability and security.”?** Bribery of officials is a common
device used to circumvent Armenia’s complex bureaucracy in routine matters such as licensing

. 227
and pensions.

222 «J.S. Department of State’s Human-Trafficking Report,” RFE/RL Crime and Corruption Watch, 2, no. 23 (14
June 2002). <http://www.rferl.org/corruptionwatch>

3 Avet Demurian, “Armenia Escapes Drugs Epidemic,” Institute for War and Peace Reporting, Caucasus
Reporting Service, no. 130 (23 May 2002). <http://www.iwpr.net>

24 «“OSCE Assists in Public Opinion Survey on Corruption in Armenia,” OSCE press release, 4 October 2002.
<http://www.osce.org>

3 Armenian Center for National and International Studies, “ACNIS Roundtable on Anti-Corruption Strategies,” 27
September 2002. <http://www.acnis.am>

226 Richard Giragosian, “A Troubling Trend in Armenia,” RFE/RL Newsline, 7, no. 3 (7 January 2003).
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Azerbaijan

Narcotics trafficking has been a controversial topic between Armenia and Azerbaijan,
whose struggle for control of the Armenian enclave of Nagorno-Karabakh remains unsettled.
Azerbaijan, which has suffered significant increases in narcotics traffic and domestic addiction in
recent years, has accused Armenia of fostering traffic into Azerbaijan from Iran via the 90-mile
section of the Azerbaijan-Iran border that Armenia occupies.”*® In any case, the long struggle
over Nagorno-Karabakh has impeded law enforcement over a wide area of Azerbaijan. The
conflict also has created hundreds of thousands of refugees, mainly Azeris. Such groups are easy
targets for human trafficking, and the diaspora groups that they form provide shelter for
transnational criminal activity.

Azerbaijan has significant institutional weaknesses that promote transnational crime.
Transparency International’s 2002 Corruption Perceptions Index placed Azerbaijan 95™ out of
102 countries surveyed for public perceptions of government and business corruption.”?’ The
organization’s 1999 survey had placed Azerbaijan fourth-worst. According to a 2002 study, 59
percent of foreign investors feel that bribes are necessary to sidestep Azerbaijan’s complex legal
system.”’

According to the International Organization for Migration (IOM), Azerbaijan does not
have sufficient legislation to combat trafficking, and the institutional capacity for detection and
prevention of trafficking is insufficient.”' According to a 2002 IOM study, trafficking in persons
(especially women) is facilitated by poverty, unemployment and gender inequality in

o232
Azerbaijan.

3

Most women smuggled from Azerbaijan have gone to Turkey and the United Arab

. 23
Emirates.

22 R. Nadiroglu, “Bin Laden’s Ties to Armenians Are Much More Extensive than It Appears,” Internet report of
Zerkalo [Baku], 6 December 2001 (FBIS Document CEP20011206000417).

% Transparency International.
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! International Organization for Migration, “Azerbaijan: Trafficking in Women,” IOM Press Briefing Notes, 15
March 2002. <http://www.iom.int>

32 International Organization for Migration, “Azerbaijan: New Study on Human Trafficking,” IOM Press Briefing,
4 October 2002. <http://www.iom.int>
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Georgia

In 2000 Georgian legal expert Georgi Glonti wrote, “The drug business is very
widespread in Georgia today....Ethnic groups from Abkhazia, South Ossetia, Chechnya,
Azerbaijan, and people from other CIS countries as well as Turkey are involved in the drug
business. Considering Georgia’s location, many countries are using it as a corridor, especially the
regions with weak government control.”*** According to a report in April 2002, the value of
drugs trafficked in Georgia has reached $US1 billion per year, a sharp increase from previous
years.”> In 2002, by its own admission, the government of Georgia had not been able to deal
effectively with such growth. An important center of narcotics activity has been the Pankisi
Gorge, a remote area along Georgia’s northern border with Russia. Competition for the region’s
brisk narcotics trade increased with the arrival of Chechen rebels under the command of Ruslan
Gelayev, who by 2002 reportedly had used contacts with Georgian authorities to take over the
trade from local drug barons.>*® Gelayev’s enterprise appears to have enjoyed at least passive
cooperation from Georgian authorities, who have been only an intermittent presence in the
Pankisi region.

The complexity of controlling trafficking from Georgia into Russia is increased by
conditions on the Russian side of the border. Although Russia has augmented border personnel
in selected portions of its Caucasus border, most of the border remains porous because the
ongoing impoverishment of Russia’s military forces and the destructive effect of the Chechnya
conflict on military morale make the bribes of drug traffickers an irresistible temptation.

Georgia also has been beset by corruption, some of which the republic inherited from the
Soviet era. On that subject, Gia Nodia, head of the Caucasian Institute for Peace, Democracy,
and Development, has said: “...in this country corruption is the norm. Corruption is the
foundation on which public management and economic relations are built.”*’ In 2000, a

presidential report described illegal lobbying groups in all three branches of government and

4 Georgi Glonti, “Problems Associated with Organized Crime in Georgia,” report for the Institute of Legal Reform
[Thilisi], 2000.

3 Moscow Interfax report from Thilisi, 22 April 2002 (FBIS Document CEP2002042000161).
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Route to Ichkeria via Dagestan,” Rossiyskaya Gazeta [Moscow], 15 May 2002 (FBIS Document
CEP20020515000283).

37 Jean-Christophe Peuch, “Georgia: Corruption Seen as the ‘Norm,”” Radio Free Europe/Radio Liberty report, 10
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“’criminal overlapping interests’ in the public and private sectors.” The report depicted massive
corruption in a pyramid that included all levels of public and private endeavor, with huge sums
of money changing hands at the top level. Many of President Eduard Shevardnadze’s friends
allegedly have profited from corruption at that level. Despite universal recognition of the

problem, the national government has done very little to control corruption in Georgia.”*®

The Central Asian Republics

This large, sparsely populated region of the former Soviet Union has provided favorable
conditions for terrorist bases and intense narcotics trafficking. Those activities, which in some
cases are conducted by the same organizations, have been facilitated by the poor border control
that is a legacy of Soviet rule. Especially in the Fergana Valley, which is by far Central Asia’s
most densely populated region, the complexities of Soviet-established national boundaries make
border control extremely difficult for states with limited financial and human resources. Only
one of the five—Uzbekistan—has successfully implemented strong border controls, mainly as a
protection against terrorist incursions of the Islamic Movement of Uzbekistan (IMU) such as
occurred in Uzbekistan in 1999 and 2000. Uzbekistan undertook such measures in part as a
response to the poor border controls exercised by all of its neighbor states.”*” Because the IMU
has been an important narcotics trafficking agency in the region, effective border and visa
controls also have reduced Uzbekistan’s flow of narcotics. However, poor controls and official
corruption in Kyrgyzstan and Tajikistan have had the effect of pushing the IMU and narcotics
trafficking in general from Uzbekistan into those countries. Uzbekistan has accused its neighbors
of harboring IMU groups and threatening Uzbekistan’s well being by failing to reinforce mutual
borders.

The IMU was a major regional terrorist and narcotics-trafficking presence until it
sustained major losses in the Afghan conflict of late 2001. Although the IMU’s size and

capabilities have been the subject of speculation since that time, in 2002 intelligence reports

3% 7aza Namoradze, Goka Gabashvili, and George Papuashvili, “Georgia Appeals to Public to Help Fight
Corruption,” Open Society News, Spring 2001. <http://www.soros.org/open_society news>

29 7amira Eshanova, “Central Asia: Border Issues an 80-Year-Old Headache for Region,” Turkistan Newsletter, 20
October 2002.
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indicated significant resumption of its recruiting activity in the Fergana Valley.*** Such activity
would again take advantage of poor border controls and international border disputes in the
Fergana region, especially in Kyrgyzstan and Tajikistan, for narcotics trafficking and possible
terrorist attacks. The poverty-stricken condition of the populations of those countries has eased
recruitment and establishment of cells for the IMU and Hizb-ut-Tahrir, a larger but less violent
radical Islamic group in the region. According to reports in 2003, at least some parts of the
disparate Hizb-ut-Tahrir organization were rejecting non-violent tactics in response to severe
repression by the regime of Uzbekistan’s President Islam Karimov.**!

Experts believe that in recent years trafficking in human beings has increased
significantly throughout Central Asia. Although no statistics are available and Central Asian
governments have recognized the problem only recently, the IOM estimates that several
thousand women from the five former Soviet republics of Central Asia have been sold into the
sex trade by transnational traffickers. Because Central Asian cultures reject women suspected of
prostitution, victims often are not able to return home. Although all five countries have laws
against human trafficking, sophisticated transnational groups have been able to stymie local law

ce 242
enforcement authorities.

Kazakhstan

Although Kazakhstan has not been a base for Central Asian terrorists, it has been a major
transit country for narcotics trafficking from Afghanistan to Russia and thence into Western
Europe. The northern Kazakh cities of Pavlodar and Kustanay, close to the Russian border, are
the most frequent transit points into Russia. Russian customs authorities have identified the
Kazakhstan-Russia border as the source of 80 percent of the heroin, 70 percent of the opium, and
60 percent of the marijuana reaching Russia.”*’ Such transnational trafficking is promoted by

pervasive corruption in Kazakhstan’s poorly paid law enforcement agencies. Police often

49 «“Banned Islamic Movement Still a ‘Real Threat’ to Uzbek Security—Kazakh Paper,” BBC Monitoring Central
Asia Unit; based on report in Karavan [Almaty], 1 March 2002; and Artie McConnell, “Islamic Radicals Regroup in
Central Asia, 15 May 2002, online report of Eurasia Insight. <http://eurasianet.org>

1 For example, see Peter Baker, “Renewed Militancy Seen in Uzbekistan,” Washington Post, 27 September 2003.
42 «Central Asia: Governments Slowly Changing Approach to Human Trafficking,” Eurasianet report, 6 July 2003.
<http://www.eurasianet.org/departments/rights/articles/eav070603.shtm>

243 “Major Busts Made by Hungarians, Russians, Romanians,” RFE/RL Crime and Corruption Watch, 2, no. 35 (4
October 2002). <http://www.rfe.rl.org/corruptionwatch>
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demand bribes of narcotics dealers who have been apprehended; dealers who identify wealthy
colleagues to the police receive a share of the bribe. Upon payment, the dealer and his drugs are
released. Because such practices were well established even in the Soviet era, Kazakhstan
society shows strong cynicism toward law enforcement.”** The highest echelons of the Kazakh
government may have shown a poor example. In mid-2002, close relatives and associates of
President Nursultan Nazarbayev were implicated in an international scheme to launder money
received from foreign companies to promote business in Kazakhstan. The participants allegedly
used a Swiss bank account for this purpose.**

Kazakhstan, which was a nuclear weapons site in the Soviet era, also may have been
involved in the theft and smuggling of osmium-187, a radioactive substance that is not used in
making nuclear weapons. In the last three years, several reports have named Kazakhstan as the
source of smuggled osmium-187, possibly en route to terrorist organizations or Iraq. In
December 2001, Moscow authorities arrested a group of Chechens from Kazakhstan, who had
osmium-187 in their possession.”*® Such reports indicate that Kazakhstan has exercised lax
security for sensitive materials and porous border controls. As of mid-2002, Kazakhstan still was
negotiating with the United States about removing the weapons-grade nuclear material remaining

in the country.*"’

Kyrgyzstan

Among the five Central Asian republics of the former Soviet Union, Kyrgyzstan has the
poorest resource base and the weakest overall economy. In 1999 the country nearly went
bankrupt because of a loss of foreign currency.”*® Kyrgyzstan has become a major narcotics
transit country because its weak economy cannot support competent military and border guard
units. The political system still is dominated and fragmented by a regional clan system, which in

the first decade of independence persistently threatened to divide the country into two parts, and

** Daur Dosybiev, “Kazakhstan: Police Corruption Worsens,” Institute for War and Peace Reporting, Report on
Central Asia, no. 128 (5 July 2002). <http://www.iwpr.net>
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poverty makes younger Kyrgyz very vulnerable to a life of crime, Islamic radicalism, or both.
Bribes to high government officials have bought protection for trafficking routes from
neighboring Tajikistan,”*’ and criminal organizations have taken advantage of chronic unrest in
the Fergana Valley, a resource-rich, ethnically fragmented region that Kyrgyzstan shares with
Tajikistan and Uzbekistan.

Trafficking volume along the Tajikistan-Kyrgyzstan routes also has increased because of
interdiction in alternative transit countries such as Iran and Uzbekistan. The city of Osh,
strategically located on the Uzbekistan border in the Fergana Valley, has become a hub of
narcotics movement. The capital city of Kyrgyzstan, Bishkek, also has experienced rapid growth
in narcotics trafficking, partly because it lies near the border of Kazakhstan, the next “stop” on
the narcotics highway from Afghanistan to Russia. As of 2001, Bishkek’s drug control
department had a staff of only 19 to patrol a city of nearly 1 million. In recent years, optimal
growing conditions have made domestic marijuana a profitable cash crop for villagers in the
Issyk-Kul (northeastern) and Osh regions.>°

Kyrgyzstan increasingly has been a source country for human trafficking. The
International Organization for Migration estimated that 4,000 women had been trafficked abroad
in 1999. This is a large number, considering Kyrgyzstan’s small population, although Kyrgyz
courts found only four people guilty of such trafficking in 2000. The most frequent destinations
for illegally trafficked Kyrgyz women have been brothels in Germany, Russia, Turkey, and the

United Arab Emirates.>"

Human trafficking, which is promoted by widespread poverty, has
followed the same routes as narcotics trafficking through Kyrgyzstan.

According to Prime Minister Kurmanbek Bakiyev, economic crime in Kyrgyzstan also
has been growing rapidly in recent years. This condition is promoted by widespread corruption
in financial and monetary institutions, whose transition to a free market economy has not been

backed by a comprehensive legal system, effective law enforcement, or protection of the right to

own property. Under these conditions, Bakiyev estimated that in the year 2000 economic crimes

¥ Tamara Makarenko, “Crime, Terror and the Central Asian Drug Trade,” Harvard Asia Quarterly, Summer 2002.
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inflicted damage amounting to 10 percent of the national budget.”>* In December 2002, a report
by the International Crisis Group noted the growing role of Kyrgyzstan’s police in suppressing
opposition on behalf of the Akayev government.>® As in Uzbekistan, such perversion of police
authority has a result similar to that caused by conventional police corruption. Under such
circumstances, especially when police personnel and resources are very limited at best, the
detection and apprehension of criminals and terrorists is determined by factors unrelated to the

public good or national security.

Tajikistan

The central government of Tajikistan has full control over only a small part of the
country, around the capital city of Dushanbe. Particularly in the mountainous eastern and
northwestern sectors of the country, smuggling routes and encampments of the terrorist IMU
have met only sporadic resistance from Tajik authorities.”>* Although experts credit Tajikistan’s
border forces with substantial improvement in recent years, smuggling statistics have not
decreased proportionately. Under the best of circumstances, control of borders and inland
territory is extremely difficult because of mountainous terrain.

Five years after the end of an extremely destructive civil war, Tajikistan remains one of
the poorest of the former Soviet states; its political fabric still is based on regional clans and
warlords, many of whom profit from smuggling operations and owe only nominal fealty to the
central government. Poor economic prospects and low salaries make citizens and government
officials susceptible to bribes and direct participation in criminal activity. In a 2002 report, the
International Crisis Group described Tajikistan’s police and other state security agencies as
having changed since the Soviet era only to the extent that since 1991 organized crime has
gained greater influence over those agencies. The report describes growing illegal political and

economic roles for the police, who reportedly have taken over some sectors of the national

2 «Crime Rate in Kyrgyzstan Impedes Socio-Economic Reforms,” Pravda.ru report, 21 August 2001.
<http://english.pravda.ru/cis/2001>
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economy and play a large role in narcotics trafficking. Organized crime and terrorism also are
promoted by corruption at very high levels of government.*>

Because of its chaotic law enforcement situation and its location directly north of a
primary heroin-producing region of Afghanistan, Tajikistan has become the primary route for
smuggling narcotics northward and westward to markets in Russia and Western Europe.>*
Traffickers of various nationalities reportedly ensure their survival by bribing high government
officials.”” In the first months of 2003, a resurgence of heroin production in Afghanistan
doubled the volume of confiscations by Tajik border forces. Although part of that increase is
attributable to improvements in interdiction practices, the Tajik Drug Control Agency requested
international assistance to deal with the problem.”® Aside from providing funds to bribe
officials, domestic profits from the narcotics trade (estimated at US$200 million for 2001) also
have stimulated a large-scale money-laundering system in Tajikistan, which has had no effective

laws against such practices.”’

Turkmenistan

Although Turkmenistan has remained on the periphery of reports about organized crime
activity in the former Soviet Union, in 2002 transnational criminal activity in that country
increased significantly. Turkmenistan occupies a central geographical position between primary
heroin producer Afghanistan and key narcotics trafficking routes west of the Caspian Sea.
Intelligence sources have documented the involvement of major Turkmen clans in various types
of smuggling. Although Turkmenistan is a dictatorship, political power still is based on the
loyalty of major clans; government indulgence of money-making activities of those groups is an
effective method of buying such support. Evidence indicates that the government of President
Saparmyrat Niyazov permits trafficking operations at the country’s main airport at Ashgabat, and

that major narcotics routes transit Turkmenistan before crossing the Caspian Sea to the
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Azerbaijani port of Sumgait.**

Because law enforcement officials are poorly paid but exert
substantial authority, they are susceptible to corruption and are known to solicit bribes even for

routine traffic stops. The general public’s distrust of the police discourages cooperation.”®!

Uzbekistan

Uzbekistan is mainly a transit country for narcotics; little domestic production is known.
Although Uzbekistan has taken strong interdiction action in recent years, administration of its
anti-narcotics program has been fragmented among three separate agencies: the Ministry of
Internal Affairs, the National Security Service, and the State Customs Committee. The National
Center for Drug Control, which nominally coordinates and separates the activities of those
agencies, has not done so effectively. In addition, none of the three agencies specializes in
narcotics interdiction, and they all face an acute shortage of resources. Corruption and bribery,
which are a general problem in Uzbekistan’s law enforcement agencies, have affected narcotics
operations in some cases.”®*

A 2002 report by the International Crisis Group identified police brutality as a chronic
problem in Uzbekistan. Says the report, ““....the situation is so bad that it is vital that the
government does something about changing the culture of police brutality within Uzbekistan.”>**
The government of Uzbekistan routinely has used the police to detain and torture a variety of

individuals deemed dangerous to the state on the pretext of criminal activity. This practice

undermines public trust and the genuine crime-fighting authority of police agencies.

Moldova

Moldova is one of the poorest countries in Europe. Its economy has not responded
successfully to the economic reforms of the 1990s, leaving a substantial part of the population in
worse economic condition than it was when Moldova was a Soviet republic. The country’s gross

national product has shrunk by 60 percent since 1991, prompting extensive emigration. In the

260 personal communication from Tamara Makarenko, 7 October 2002.

21 U.S. Department of State, International Narcotics Control Strategy Report 2001.

262 U.S. Department of State, International Narcotics Control Strategy Report 2001.

263 Eshanova, “Central Asia: Report Says Police Have Improved Little since Soviet Era.”
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same period, organized crime groups and official corruption grew rapidly when the Soviet
collapse made public assets available to well-placed officials and existing mafia groups.
Corruption has remained endemic throughout the post-Soviet period; in 2002
Transparency International rated Moldova number 93 out of 102 countries evaluated in the
organization’s Corruption Perceptions Index.?** Comparison with the number 64 ranking (out of
91) that Moldova received in 2001 indicates that corruption has increased substantially, in spite
of the establishment of a Department to Combat Organized Crime and Corruption in the Ministry
of the Internal Affairs. Police and prison officials reportedly are the most corrupt categories.>®’
The independence movement of Moldova’s Transnistria region has fragmented law
enforcement and created a zone of unrestricted smuggling in that region. According to
international journalist Peter Landesman, “....there might be no place on earth that better
represents the overlapping interests of governments, organized-crime syndicates and arms

traffickers. ...”%°

Because Transnistria adjoins Ukraine and has poor customs controls, the
province is a weak link in the country’s anti-trafficking efforts. The large amounts of arms and
munitions that remain in the region after its long post-Soviet occupation by Russia’s 14 Army
are attractive targets for arms dealers.”®” In 2002 the Ministry of Defense of Moldova was
implicated with criminal organizations in a scheme to use smuggled oil to purchase arms in
Transnistria, then sell the arms to Chechen rebels. According to a newspaper report, in this
arrangement “....a criminal trade union was practically created under the umbrella of the top
authorities. It includes gangsters on the one hand and high dignitaries on the other hand.”**®

Economic weakness has combined with weak law enforcement to make Moldova a
primary country of origin for trafficking in women, many of whom see no hope of gainful
employment in their home country. By 2000, such traf